JOT'OBOP Ne
Ha o6cayxkuBaHue KimeHra B cucteMe «iBank»

AGREEMENT No__
The Client iBank system services

MockBa Moscow
ket aHAg Tu bBank  (akiuoHepHoe o6mectBo), J&T Bank, a.o., hereinafter referred to as the «Banky,
MMeHyeMblll B JajbHeHllleM «bank», B smne represented by Chairman of the Management Board
[Ipeacenatens [IpaBsieHus KysHenoBa Annpes Andrey Viktorovich Kuznetsov according to the Articles of
BukTopoBHMYa, IeHCTBYOIEr0 HA OCHOBAaHUM YCTaBa, U association, on the one part, and
vMeHyeMoe B JaibHeimeMm «KinuenT», B June

__hereinafter referred to as the «Client», represented by
JelcTByo1Iero(ei) Ha OCHOBaHUHU ,C ,acting on by virtue
Jpyroi cTopoHbl, uMeHyeMble pajnee «CTopoHbl», of

3aKJIYU/IM HACTOSIUIMN JOTOBOP O HIDKECTEAYIOIIEM:

1. TepmMmuHnsbl, npuMeHsaeMeblie B Jlorosope

1.1. TepMHHBI, IpUMeHsAEMble B TEKCTE€ HACTOSALLEr0
JloroBopa,  HUCHOJB3YIOTCA B  CJAeAyHOlleM
3HAYEHUHU:

Cucrema « iBank » (CucremMa) - COBOKYIHOCTH
NporpaMMHO-annapaTHbIX CPEeACTB,
yCTaHaB/JMBaeMbIX Ha TeppuTopuu KineHTa u
BaHKa, ¥ COrJacoBaHO  3KCIJyaTHUPYyeMbIX
KnuentoM u BaHKOM B COOTBETCTBYIOLUX YaCTHX,
a TaKXKe OpraHU3allMOHHBIX MEpPONPHUSTHH,
npoBoguMbix Kinentom u baHkoM, ¢ Uesbio
npefocTaBaeHus KineHTy ycyr o HacTosALEeMY
Jorosopy.

JJIeKTPOHHBIN JoKyMeHT (3/]) - mJlaTeXHbIH
JIOKYMEHT, MHpOpMaIMOHHOE COOO0IeHHE,
JIOTIOJIHUTE/IbHOE COrJIallleHHe, MUCbMO, ClIpaBKa
0 BWJIIOTHBIX  OlNlepanusax,  CIpaBKa 0
MO/ TBEPKJAIOLIUX JIOKYMEHTaX, OT3BIB
3JIEKTPOHHBIX IJIATEXHbIX JJOKYMEHTOB, HWHOU
JIOKyMEHT, HalnpaBJIeHHbIA B baHk,
Npe/CTaBJIeHHbIN B 3JIEKTPOHHOU popMe, TO ecThb
B BU/Ie, IPUT'O/IHOM /1151 BOCIIPHUSTHS YEJI0BEKOM C
HCII0/Ib30BAaHUEM 3JIEKTPOHHBIX
BBIYMCJIMTE/bHBIX MAlLWH, @ TAKXKeE AJIS epeJaqu
no HuHGOPMALUOHHO-TeJeKOMMYHUKALHOHHBIM
ceTssM UM 06paboTKu B MHPOPMALUMOHHBIX
CUCTeMax M  NOANMUCAaHHBIA  3JIeKTPOHHOU
MOANUCHIO c MOMOLIbIO IpOorpaMMHOro
ob6ecneyeHus Cucremnl «iBank» u wuMmewumun
O/IMHAKOBYIO I0PUAUYECKYIO CHJIY C JJOKYMEHTOM,
npe/CTaBJeHHOM Ha 6yMaKHOM HOCHUTEJIE..
JnexktpoHHas nognuck (III) - mHbopmauus B
3JIeKTPOHHOH QopMe, KOTOpass NpUCOeJNHEHA K
3/] um MHBIM 06pa30M CBsI3aHAa C HUM U KOTOpas
ucnosb3yerca  AJjs onpejie/leHUs  JIMLQ,
nojnuceiBariero J/.

Kitou IIl - yHUKasbHasi MOC/Ae[0BaTENbHOCTb
CUMBOJIOB, CaMOCTOSITEJbHO  TeHepupyeMas
KnunenToM c ucniosib3oBaHueM CucteMsl « iBank »,
W TIpeAHa3HayeHHasd A  GOpPMHUpOBaHUA
Knuentom 311 /1.

Kitou npoBepku IIl KiveHTa - yHHKaJbHasd
NOCJIel0BaTeJbHOCTb CHUMBOJIOB, OJJHO3HA4YHO
CcBA3aHHas C KJIH04YOM JI1 KnueHrTa,
CaMOCTOATeNbHO reHepupyeMas KimeHTOM c

1.1.1.

1.1.2.

1.1.3.

1.1.4.

1.1.5.

_ onthe other part, hereinafter referred to as the «Parties»,
have entered into this Agreement on the following:

1. The Terms Used in the Agreement

1.1. The terms used in the text of this Agreement shall

have the following meaning:
1.1.1. “iBank ” system (the System) is the complex of soft
hardware installed on the territory of the Client
and the Bank and consistently used by the Client
and the Bank in the corresponding parts as well as
organizational arrangements carried out by the
Client and the Bank for the purpose of providing
the Client with the services under this Agreement.
1.1.2.  Electronic Document (ED) is a payment document,
an informational message, an additional
agreement, a letter, a certificate of currency
operations, a certificate of supporting documents,
a revocation of electronic payment documents,
another document being sent to the Bank,
submitted in electronic form, namely in human-
readable form used by means of electronic data
processing machines and being suitable for the
transfer by information and telecommunications
networks or processing in information systems,
and being signed with an electronic signature by
means of software of “iBank” system and having
legal effect being equal with the one of the
document submitted on paper medium.

1.1.3. Electronic Signature (ES) is information in
electronic form being attached to ED or otherwise
connected to it and being used for the
identification of the person signing the ED.

1.1.4. ES Key is a unique sequences of symbols solely
generated by the Client by using “ iBank ” system

and meant for the Client’s forming the ES of ED.

1.1.5. The Client's ES Verification Key is a unique
sequences of symbols being bound to the Client’s
ES key and solely generated by the Client by using

“ iBank ” system, and meant for the Bank’s
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1.1.6.

1.1.7.

1.1.8.

1.1.9.

1.1.10.

1.1.11.

1.1.12.

ucnoJib3oBaHueM cpefcTB CrcTeMbl « iBank », u
npejHasHayeHHass JJi1 1OpoBepku baHkoM
nogimuaHoct I 3/l, chopMupoBaHHOTO
Knuentom.

Koppektnaa 3Il Kinenrta - 3 3/ KiueHra,
Japlas  HOJOXKUTeNbHbIH  pe3y/JbTaT  ee
npoBepku Kiitouom npoBepku I KnueHTa.
BpesloHOCHBIN KOJ — KOMIIbIOTEPHAs NPOrpaMMa,
npeJHa3HaYeHHas JUIse BHeJpeHHUs B
aBTOMATHU3UPOBAaHHbIE CHUCTEMBI, NPOrpaMMHOE
obecneyeHue, cpencTBa BBIYHCJIUTEJNBHON
TEXHHUKH, TeJIeKOMMYHHKALHOHHOE
obopynoBanue banka u KnveHTa, npuBoAAILero K
YHUYTOXKEHHUIO, CO3/IaHMIO, KONMPOBAHHUIO,
6JI0KMPOBaHUIO, MOAUUKALMY U (/) epeAaye
nHpopManuy, a TakkKe K CO3JaHHUI0 YCIAOBUH [
TaKOTO YHHUYTOXKEHHUS, CO3JaHUs, KONHUPOBAHMH,
6JI0KMpOBaHus, MoArGUKALKY U (WIK) mepefadH.
Havasio pa6oTsl Knuenrta B Cucteme « iBank » -
AeHb peructpauuu bankom Kiunenta B Cucteme «
iBank » npu  BbinosiHeHus1  KinveHToM
HeO00XO0/AMMBIX YCJOBUM, NPeSyCMOTPEHHBIX II.
5.1.2 Hacrosimero JloroBopa. Ceprudukar Kiaroga
npoBepku JI1 KineHTa - JoKyMeHT Ha 6yMaKHOM
HOCUTeJIe, CTeHepUPOBAHHBIN C UCIOJb30BaHUEM
Cuctembl « iBank », 3aBepeHHBbI NOANUCHIO
pYKOBOAUTEN W HMEWILUH OTTUCK IedyaTH
Knuenta (npu Hanuuuu), JaTy HadaJa H
OKOHYaHUSs NeucTBus, MOATBEPXKAA UM
npuHagexxHoctb Kitoya nposepku JI1 Knuenta
Biafiesiblly ceptudurata Kirowa mposepku 3I1
Knuenta. CepTtudukaTr kiwoya npoBepku Ill
KnueHTa sBIseTca HeoTbeMJEMOM 4YacCTblO
HacTos1ero Jloroopa.

[Tapa kutoueit I KnueHTa - kitou nposepku 311
Knuventa u cootBeTcTByromuil emy kiawod 3ll
Knuenra.

TokeH - cHenuaJu3MpoBaHHOE NPOTPaMMHO-
anmnapaTHoe YCTPONCTBO (USB-TokeH),
NOJKJII0YaeMoe K 3JIEKTPOHHOM
BbIYMCIUTENbHONM MaunHe KiueHTa 4epes
unrepdeiic USB, co BCTpPOEHHBIM CpEACTBOM
KpunTorpapuyeckod  3amuTbl  UHGOPMALUH
(CK3H), npegHasHa4yeHHOE /111 HEU3BJIEKAeMOT0
xpaHenus Kitouei 311.

B/I0KMpOBOYHOE CJIOBO - YHHKaJbHOE CJIOBO,
onpepenseMoe KineHTOM NIpU perucTpanuu B
Cucrteme « iBank », HeoGxoguMmoe JJid
6JIOKMPOBaHUSA pa6oThl Knnenra no
TesieGOHHOMY 3BOHKY B baHK.

YBesnomisienne - coobuenne Kiuenrta banky o
6JI0KUPOBAaHUU (NPUOCTAHOBJEHUU [JeUCTBUS),
BO30OHOBJIEHUU JelcTBus, npeKpalleHur
JelcTBUuA kjao4da Il M COOTBETCTBYIOLErO €My
kirodya npoBepku Il KimeHTa Ha 6GyMakHOM

HOCHUTeJle, cojieprkalee CIeAy0LyI0
nHdopManuio:

HauMeHoBaHue KnneHTa;

Jarty 6JIOKMPOBaHUH, BO30GHOBJIEHHS],

npeKpalleHus ferlcTBus Kiatoda IlI;
ugeHtudukatop kiroyva 31I;
MOAIKCH YIIOJHOMOYEeHHBIX U1 KiineHTa;

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

1.1.6.

1.1.7.

1.1.8.

1.1.9.

1.1.10.

1.1.11.

1.1.12.

verifying the authenticity of ES of ED formed by the
Client.

Correct ES of the Client is the ES of ED of the Client
giving possible result of its verification with the
Client’s ES Verification Key.

The malicious code is a software application meant
for the introduction into automated systems,
software, computer equipment,
telecommunications equipment of the Bank and
the Client and leading to the deleting, creating,
copying, blocking, modifying and (or) transfer of
information as well as for the creation of
environment for such deleting, creating, copying,
blocking, modifying and (or) transfer.

The beginning of the Client’s working in “ iBank ”
is the day of the Bank’s registering the Client “
iBank ” system provided that the Client complies
with the required terms specified in paragraph
5.1.2 of this Agreement. The Client's ES
Verification Key Certificate is a paper document
being generated by using “ iBank ” system,
certified by the signature of the manager and
bearing the Client’s seal impression (if any), the
date of beginning and termination of validity, and
confirming the belonging of the Client's ES
Verification Key to the holder of the Client’'s ES
Verification Key Certificate. The Client's ES
Verification Key Certificate shall be an integral part
of this Agreement.

The Client’'s ES Key Pair is the Client's ES
Verification Key and the corresponding Client’s ES
Key.

Token is a specialist hardware-software device
(USB-token), being connected to the Client’s
electronic data processing machine through USB
interface and having an embedded Cryptographic
Information Protection Facility (CIPF), and meant
for the non-recallable keeping of ES Keys.

Lock Word is a unique word determined by the
Client upon its registration “ iBank ” system,
required for blocking of the Client’s work in the
system by a telephone call to the Bank.

Notification is the Client’s message to the Bank
about the blocking (suspending), renewal,
termination of validity of ES Key and the
corresponding Client’s ES Verification Key on a
paper medium, containing the following
information:

the Client’s name;

the date of blocking, renewal, termination of
validity of the ES Key;

ES Key identifier;

Ctpanuua 2 us3 19
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1.1.13.

1.1.14.

1.1.15.

1.1.16.

1.1.17.

OTTHCK ITeYaTH (IpU HAJTUYHUHU);

6JIOKMPOBOYHOE CJIOBO.

Tapudbsl baHka - yTBepxZeHHble baHkoM
Tapru@bl KOMUCCHOHHOTO BO3HarpaxjaeHus banka
N0 OOCJYXKMUBAaHUIO CYETOB HOPUAUYECKUX JIUI]
Y/WJIY UHAUBU/YaJIbHBIX IpeNpUHUMATEeN.
Bnagenen Ceprtudukata - YHOJTHOMOYEHHOE
auno KinneHTta, Ha uMa KoToporo odopmJieH
Ceptudukar kiw4da npoBepku Il u KoTopoe
BJaZeeT cooTBeTcTByomuM  Kiawvyom I,
MO3BOJIAIONIMM C nMoMolbio CucteMbl « iBank »
co3gaBatbk cBow Il B 3/ mau ocyuiecTBAATb
noJiydyeHue UHQOpMaIUu.

YnonHomoueHHoe suno KiueHta - dusuyeckoe
auno, paboTHuk KiueHTa, HajeseHHOe MpaBOM
NOANMCHA Ha IJIATeXHbIX [JOKYMeHTax, Jub60
ynoaHoMo4yeHHoe KyMeHTOM 1o J0BepeHHOCTH.
YnosHoMoyeHHble auna KiaveHTa MoryT uMeThb
cleayroolye ypoBHU Aoctyna K Cucreme «iBank»:
c npaBoM noanucu J/l (mpaBa Ha Bce onepauuu c
3/, nonyyeHue WMHPOpPMALUKU IO BCEM cCYyeTaM
KimeHTa, ycTaHOBKY M CHATHE oAnucy nog 3/1);
6e3 npaBa nojAmnvcu (mpasa Ha co3gaHue 3/ (6e3
npaBa noanucu 3/]) U noaydyeHue MHPopManuu
110 BCEM JIOCTYIHBIM cyeTaM KiineHTa).

SMS - noaTBepJeHWe - UCNOJb30BaHHWE MpPHU
pa6ote B Cuctreme « iBank » pa3oBbIx mapoJiei,
HanpasjsieMblx bankom B SMS - coobueHuu Ha
yKasaHHbId KiumeHTOM HOMep MOGUJIBHOIO
TenepoHAa B COOTBETCTBHHM C  YCJIOBUSMH
HacTosero Jlorosopa.

KomnpomeTauus 311 - co6bITHE, C HACTYILJIEHUEM
KOTOpOTo BO3HUKaeT yTpaTa JJoBepUs K TOMY, YTO
ucnosbzyemass Il obecneyuBaeT 6€30MaCHOCTD
nHpopmanuu. K co6GbITHAM, CBSI3aHHBIM C
Komnpomeranueit 311, oTHOCATCH, BKIOYas, HO He
OTPaHUYUBASACH, CleyIolie COObITHUS:

yTpara (B ToM yncJie xuiienue) TokeHa;

yTpaTta TokeHa c mocaeAyouyM o6HapyKeHHUeM;
yBOJIbHeHHe (IepeBoJ, Ha APYyrywo paboTy) wiau
OT3BbIB [JJOBEPEHHOCTH YIOJHOMOYEHHOTO JIMLA
KnvenTa, wuMeBLIero JAOCTYNn K KJHOYEBOU
nHopmanuy, 3adpukcupoBaHHOM Ha TokeHe;
HapyuleHUe npaBuJ xpaHeHus Kitoya 311;

HECaHKIJMOHHPOBAHHOE KOIMMPpOBaHHE HUJIN

noJi03peHue Ha HECAaHKLMOHUPOBAaHHOE
konupoBaHue Kiroua 31I;
BO3HHKHOBEHHE  TOJO3PEHHH HA  YTEUKYy

MHpOpMaLMK UJIH ee HCKaXKEHHUE;
cayvyau nprusHaHus 311 HekoppekTHOH IlI;

O3HaKOMJIEHWE HEYMOJHOMOYEHHOro JikMla C
Kitouom 31, uiv moJo3peHust Ha TO, YTO TaKoe
03HAKOMJIEHHE UMEJIO MECTO ObITh;

JOCTYIN HEYIMOJHOMOYEHHBbIX JUI K TOKeHYy WX
[0/I03PEHUS Ha TO, YTO TAKOH AOCTYI KMeJ MECTO
ObITh;

c/lyyad, KOT/la HeJib3sl ZJ0CTOBEPHO YCTaHOBUTD,
YTO MPOoU30I1iLI0 ¢ TOKeHOM (B TOM YHCJ/IE CyYaH,
korga ToKeH BbIllles U3 CTPOS W/WUJIH

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

1.1.13.

1.1.14.

1.1.15.

1.1.16.

1.1.17.

signatures of authorized entities of the Client;

seal impression (if any);

lock word.

The Rates of the Bank are the Bank-stated rates of
the Bank commission for the servicing of accounts
oflegal entities and/or individual entrepreneurs.

Certificate Holder is the authorized person of the
Client in the name of which ES Verification Key
Certificate is drawn up and which possessed the ES
Key that allows creating the own ES in ED or
obtain information by means of “ iBank ” system.

Authorized Person of the Client is a natural person,
employee of the Client authorized for signing
payment documents or authorized by the Client by
virtue of a Power of Attorney. The authorized
entities of the Client may have the following levels
of access to “iBank” system:

With the right of signing ED (rights for all
operations with ED, obtaining of information
about all accounts of the Client, affixing signature
on ED and deleting the one from ED);

Without the right of signing (rights for the creation
of ED (without the right of signing ED) obtaining of
information about all accessible accounts of the
Client).

SMS confirmation is the application of one time
passwords while working in “iBank” system, the
ones are sent by the Bank in SMS message to the
mobile telephone number specified by the Client in
accordance with the terms and conditions of this
Agreement.

ES Compromise is an event on occurrence of which
the loss of confidence in the fact that the used ES
ensures the information security arises. The
following events are the events relating to ES
Compromise including but not limited to the ones:

the loss (stealing) of Token;

the loss of Token with further detection;

discharge (transfer to another position) or
revocation of a Power of Attorney of the
Authorized Person of the Client, possessing access
to key information recorded on Token;

improper storage of ES Key;
unauthorized copying or
unauthorized copying of ES Key;

assumption  of

assumption of information leakage or data
corruption;

cases of acknowledgement of ES to be incorrect ES;
unauthorized person’s getting acquainted with ES
Key or the assumption of such an acquaintance;

unauthorized persons’ access to Token or the
assumption of such access;
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2.

2.1.

2.2.

3.

3.1.

3.2

3.3.

3.4.

J0Ka3aTeJbHO He OINpOBepTHyTa BO3MOXHOCTb
TOTO, YTO JAHHBINA QaKT IPOHU30IIIE/ B pe3yJbTaTe
HECaHKLMOHHUPOBAaHHBIX nencTBUM
HeyIMOJIHOMOYEHHBIX JIUIIL);

HWHBbIE OOCTOSITE/NbCTBA, MPSIMO WM KOCBEHHO
CBUJIETEJILCTBYIOIHE O HAJUYUU BO3MOXKHOCTH
HECAHKI[MOHUPOBAHHOTO JOCTYNA TPEThUX JIUI] K
Kirouy 31

IlpeameT lorosopa

B cooTBeTcTBUM Cc HacTodmwuMm JloroBopom baHk
06513yeTcs oka3blBaTb KJMeHTy ycayru no npuemy
U ucnosHeHuwo 3/, nmpoBeAeHUU Oe3HATUYHBIX
pacyeToB 1o cyetaM KnueHTa, oTKpbITHIM B baHKe
U NOJKJIYeHHbIM K CucTeMe « iBank », a KiueHt
00513yeTcs OIJIaYMBaTh OKa3aHHble BaHKOM yCIyTH
corjiacHo Tapudam.

PexxuM cueTOB onpepesisieTCsl COOTBETCTBYOLUMU
JloroBopaMy, Ha OCHOBAaHUU KOTOPbIX OTKPBITHI

cuera, 3aKOHO/IaTeJIbCTBOM Poccuiickoi
@enepanuy, HOPMAaTHUBHBIMM aKTaMd baHka
Poccum.
CorsamieHus CTopoH

CTOpOHBI MPU3HAIOT METO], oI,
OYHKIIMOHUPYIOIUH B COOTBETCTBUH co
CTaHAapTaMu I'OCT P34.10-2001
«MHpopManoHHas TEXHOJIOTHUS.
Kpunrorpapudeckas 3amuTa HMHOOPMAIUU.
[Tpouecchr dopMupoBaHUs U MPOBEPKHU
3JIEKTPOHHOU U poBoi noanucu» u 'OCT P34.11-
94 «MHbOpManmoHHas TEXHOJIOTHUSI.
Kpunrorpapudeckas 3amuTa HMHOOPMAIUU.

@yHKIMSA X3MMUPOBAHUS», M HCHIOJb3yeMbld B
Cucteme « iBank » npu nepemaue 3| mexny
CTopoHaMHU.

CTOpOHBI MPU3HAKT, YTO MNPU NPOU3BOJBHOM
usmeHenuu I/, 3aBepenHoro 31, 31 craHoBuUTCA
HEKOppeKTHOH, To ecTb mnpoBepka 3l gaer
OTpULATEJIbHBINA pe3y/bTaT.

CTopoHbI NpU3HAIOT, uTo noaxenka 311 Knuenra, To
ecTb co3faHue KoppekTHod Il 3/ oT uUMeHHU
KnueHnTta, HeBo3MOXHa 6e3 3HaHudAd Kioda Il
Knuenra. CTOpOoHBI [IPU3HAIOT, 4TO
NOoATBEPXK/eHue Knrouom NpPOBEPKU 3
koppekTHocTu 3l nmpu mnepenave 3/l mo3BoJiseT
JIOCTOBEPHO YCTAaHOBUTb, 4TO I/l HCXOAUT OT
Croponel mno JloroBopy u 3l Buagensua
Ceptudukara, kotopas cogepxutrca B I/,
SIBJISIeTCS TOJJIMHHOM.

CtopoHbl mnpusHawT, 4yTto I/, 3aBepeHHble Il
YnonHomoyeHHoro Jsauna KiueHTa, ropujdydecku
3KBUBaJIEHTHbI COOTBETCTBYIOLMM JJOKYMEHTaM Ha
O6yMaXKHOM HOCUTeJle, NOATMCaHHBIM
yIMOJHOMOYEeHHBbIMHU JMLlaMu KiveHTa U nMeromum
OTTHUCK NeyaTy KnueHTa (Ipy Ha/IM4uu), 06J1aal0T
I0OpUJIMYeCKON CHJIOM U NOATBEPXKJAIT HaIU4ue
NpaBOBBIX OTHOWIeHUH Mexay CropoHamu. B

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»

2.

2.1.

2.2.

3.

3.1.

3.2

3.3.

3.4.

The Client iBank system services Agreement

cases when it is impossible to credibly determine
what has happened to Token (including the cases
when Token broke down and/or the possibility
that this fact occurred due to unauthorized actions
of unauthorized persons is not evidentiary
denied);

other circumstances directly or indirectly
bespeaking of the presence of a possibility of an
unauthorized access of third parties to ES Key.

The Subject of the Agreement

Under this Agreement the Bank shall render the
Client services for acceptance and execution of ES,
making non-cash payments under the Client’s
Accounts, opened at the Bank and connected to “
iBank ” system, and the Client shall pay for the
services rendered by the Bank in accordance with
the Rates.

The Accounts mode shall be determined by the
corresponding Agreements on the basis of which the
Accounts have been opened, by the legislation of the
Russian Federation, regulatory documents of the
Bank of Russia.

The Agreement of the Parties

The Parties acknowledge the ES method which
functions in accordance with GOST R34.10-2001
“Information Technology. Cryptographic Protection
of Information. Processes of Generating and
Checking Electronic Signature” and GOST R34.11-94
“Information Technology. Cryptographic Protection
of Information. Hashing Function” standards, and is
used in “ iBank ” system upon the transfer of ED
between the Parties.

The Parties agree that upon random change of the
ED, certified with ES, the ES becomes incorrect,
namely the ES check result is negative.

The Parties agree that falsification of the Client’s ES,
To namely the creation of ES of ED on behalf of the
Client is impossible without knowing the Client’s ES
Key. The Parties agree that the confirmation of ES
correctness by the ES Verification Key upon the
transfer of ED allows adequately determine that the
ED originates from a Party of the Agreement and the
Certificate Holder’s ES contained in ED is authentic.

The Parties agree that ED certified with the ES of
Authorized Person of the Client are legally
equivalent to the corresponding paper documents
signed by the authorized persons of the Client and
bearing the Client’s seal impression (if any), have
legal effect and prove the presence of legal relations
between the Parties. Under this Agreement, ED
without ES are invalid, the ones are not considered
and not executed by the Bank. The Parties agree that
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3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

4.1.
4.1.1.

4.1.2.

paMKax UCIIOJTHEHH s HacTosero Jloroopa 3/] 6e3
3I1 KiueHTa He HMEWT OPUJUUYECKONH CHJIbI,
BaHKOM He paccMaTPUBAIOTCS M HE HUCIOJHSAKTCS.
CropoHbl mnpusHatoT, 4yto I/ ¢ 3II KiueHnra,
co3maBaeMble Cuctemod « iBank » , aBasgwTca
JloKa3aTeJbHbIM MaTepuaJoM /Js pelleHus
CIIOPHBIX BONIPOCOB B COOTBETCTBUU C [los102keHHEM
0 TMOpsiiKe PacCMOTPEHUsI CIOPHBIX CUTYyalluH,
ABJISIIOLEMCSI HEOTHEMJIEMOM YaCThK HACTOSIIETO
JoroBopa. 3/, He umerwmue 3III, He ABAAKTCA
JloKa3aTeJbHbIM MaTEPHAJIOM.

CTOpOHBI NPHU3HAIOT, YTO CKAHUPOBAHHbIE KOIHUHU
JIOKyMEHTOB, llepelaHHble BJI0KeHHbIMU daljiaMu
10 KaHaJlaM CBSI3U C MCIOJb30BaHUeM CHCTEMBI
«iBank », npusioxkeHHbie K /], noanvcanHomy IlI,
IOpUAUYeCKH 3KBUBAJIEHTHBI KOMUSAM JJOKYMEHTOB,
3aBEepEeHHBIM B COOTBETCTBUH C TPeOOBAHUSIMU
3aKoHoJaTesbCcTBa Poccuiickoit @egepanuu.
CTOpOHbI NPU3HAIOT, YTO KYPHaJbl perdcTpaiyu

OTNpaBJIEHHbIX CO00IIeHUH NpoBaiiepoB
pacChlIKH SMS-coob1eHui SIBJISIIOTCS
JloKa3aTeJbHbIM MaTEPUAJIOM JJIs  pelleHUs

CIIOPHBIX BONIPOCOB B COOTBETCTBUH C [losioKeHMEeM
0 TOpsAAKE pPaCCMOTPEHHs CHOPHBIX CHTYAIUH,
SIBJISTIOIIEMCSI HEOT'hEMJIEMOH YacCTbI0 HACTOSIIIETO
JoroBopa.

CTOpoHB! NMPU3HAIOT B KauyecTBe eJWHOUN ILKaJbl
BpeMeHU mnpu pabote c Cucremod « iBank »

MockoBcKkoe TmosicHOe BpeMsl. KOHTpOJIbHBIM
ABJIIETCA BpeMs CUCTEMHBIX 4acOB allapaTHbIX
cpexnctB baHka.

CTOpOHBI NIPU3HAIOT 06s13aTesibHOE
HCIO0JIb30BaHUe Biagenbuem Ceptudukara

nepcoHasibHOro Tokena gJiga Kitoua 311 . CTopoHBI
NPU3HAIOT 00s3aTe/bHOe HUCNO0Jb30BaHUE CpPeJCTBa
SMS - noaTBepXkAeHUA.

CTOpoHBI NpPHU3HAKT, 4YTO NojaydeHue KiueHTOM
BBINMCKU N0 cyeTy KyMeHTa mo KaHajaM CBS3HU C
vcnoJsib3oBaHueM CucrteMbl «iBank» paBHO3HauHO
MOJIy4eHUI0 BBIMUCKA Mo c4yeTy KineHTa Ha
OyMaXKHOM HOCHUTeJIe.

CTOpOHBI  NPU3HAKT, YTO HMMH  HPHUHSATHI
HeOoOXO/AMMBbIE U I0CTaTOYHbIE MEPHI 10 3aLIUTE OT
BPEJOHOCHOTO KOAA.

CTOpOoHBI rapaHTHUPYIOT COXpaHeHHe
KOHQU/JeHIUAJBbHOCTH, a TaKXe JO0CTOBEPHOCTb
vHbopManuy, coaepxalleics B GopMUPYEMBbIX U
nepejaBaeMblx 3/ B COOTBETCTBUM C HACTOSALMM
Jlorosopom.

IlpaBa u o6s13aHHOCTH BaHKa
BaHK 0653aH:

[Tocne coBepuieHnss KiineHTOM Bcex HEOOGXOAUMBIX
JeficTBUM /1 Havyasia paboTel B CucTeMe « iBank »,
ykasaHHbIX B 1. 5.1.2 Hacrosuero /Jlorosopa,
npousBecTH peructpaunio CepTtudukara Kiaroda
nposepku I YnosHoMmodeHHoro suna KiveHTa B
Cucreme « iBank ».

OcyuecTBasATh  ob6cayxkuBaHue  KimeHTa C
ucrnosb3oBanueM Cucrembl « iBank » B
COOTBETCTBUH C YCJIOBUSIMU HacTos1ero /lorosopa,

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

ED with the Client’s ES created by “ iBank ” system
are the evidence for resolving the matters of dispute
in accordance with Disputes Resolving Provision
being an integral part of this Agreement. ED without
ES shall bear no evidence.

The Parties agree that scanned copies of documents
sent by communication channels through “iBank ”
system as files attached to ED signed with ES are
legally equivalent to the copies of documents
certified in accordance of the requirement of the
legislation of the Russian Federation.

The Parties agree that logs of registration of sent
messages of SMS sending providers are the evidence
that can be used for disputes resolving under
Disputes Resolving Provision being an integral part
of this Agreement.

The Parties acknowledge the Moscow zone time to
be the unified time scale upon working with “ iBank
” system. The time of system clocks of the Bank’s
hardware facilities is the control time.

The Parties acknowledge the Certificate Holder’s
obligatory using of personal Token for ES Key. The
Parties acknowledge the obligatory application of
SMS confirmation function.

The Parties agree that the Client’s receiving the
Account statement by the communication channels
through “iBank” system is equal to the receiving of
the Client’s Account statement on a paper medium.

The Parties agree that they have taken required and
reasonable measures against the malicious code.

The Parties guarantee confidentiality preservation
as well as the authenticity of information contained
in ED being generated and sent under this
Agreement.

4. The Rights and Obligations of the Bank

4.1.
4.1.1.

4.1.2.

The Bank shall:

Perform the registration of ES Verification Key
Certificate of Authorized Person of the Client in “
iBank ” system after the Client’s fulfilling all the
actions required for the beginning of working in “
iBank ” system and specified in p. 5.1.2 of this
Agreement.

Perform the Client service by using “ iBank ” system
in accordance with the terms and conditions of this
Agreement, the requirements of the legislation of
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4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

4.2.
4.2.1.

4.2.2.

4.2.3.

4.2.4.

TpebGOBaHUM HOPMATUBHBIX akTOB baHka Poccuy, u
3aKoHoJaTesnbcTBa Poccuiickoit @epepanuu.
[IpepnocTaBasiTh Kinnenty BO3MOXHOCTb
MOJIyYeHHs TOCPE/ICTBOM UCIO/Ib30BaHUs CUCTEMBI
«iBank» Bwimucok mno cueram KiauenTta, 3/ u
CIIpaBOYHON MHPOpPMALIUHU.

Ob6ecrnieynBaTb KpyIJIOCYyTOYHbIA npueM 3/ oT
KiueHTa no cucteMe « iBank », 3a Hck/Il0YeHHEM

BpeMeHHU OCYILleCTBJIEHUS perjlaMeHTHBIX
(mpodunakTuyecknx) paboT B Cucteme «iBank».
3absaroBpeMeHHO  yBeJOMHUTb  KimeHTa 0

MPOBEJEHUHU perjJaMeHTHBIX (MPOodUIaKTUIECKUX)
pabot B CucteMe «iBank».

[Io Tpe6oBanuto KiveHTa, B COOTBETCTBUU C II.
5.2.2. Hacrosimero /loroBopa, 3aperucTpUpoBaTh
HOBbI Kuitou npoBepku Il ynoJHOMOYEHHOTrO
Juna KiveHTa nmpu ycjJ0BUM NpefoCTaBleHUs B
BaHk opuruHana CepThudukaTa KJwoya NMPOBEPKHU
JIl KiueHTa, [AOKYMEHTOB, MOJATBEPXAAMILUX
nosHoMouust Biazenbua Ceprudurkara v onsiaThl
komuccuu o Tapudam Banka.

[lo Tpe6oBaHui0 KiveHTa B CpPOKH U HOPSJKE,
yCTaHOBJIEHHbIE HaCTOSIIUM JoroBopa,
06JIOKMpOBaTh (IMPUOCTAHOBUTL AedcTBue) Il
KineHnra.

[IpegoctaBuTh KineHTy Ha nepuof JAelcTBUA
Hactosiiero /JloroBopa TokeH ¢ odopmieHueM

AkTa mnpuema-nepefayd, CoJep:Kallero  X3li-
3HauYeHHUs  MPeAOCTaBJEHHBIX  MPOrPaMMHBIX
MoayJiei.

[lpesoctaBuTh KiMeHTY B MH0JIb30BaHHE HOBBIH
TokeH Ha OCHOBaHMM AKTa HpuUeMa-lepesadyu
B3aMeH HCIIOPYEHHOTO (HepaboTaroero),
yTPauyeHHOTro, 160 MOBPEXAEHHOTO0, IPHU YCI0BUH
omtaThl KoMmuccuu no Tapudam banka.

BaHK nMeeT npaso:

OTkasbiBaThb KiiMeHTy B npreMe pacnops»KeHHH Ha
NpoBeJieHUe onepauuil MNo OGAHKOBCKOMY CYETY,
nopnucaHHbiXx 31 KnueHTa, B ciy4yae BbIABJIEHUSA
COMHUTEJIbHBIX ONlepalii, BbIsIBJIEHUU IPHU3HAKOB
BpeJoHOCHOTO kKoja y KineHTa, a Tak e HHBIX
cutyauusx. B aTtom caydyae ot KiueHnta
NPUHUMAIOTCA TOJIBKO HaJJIeXKalUuM 06pa3oM
odopMJIeHHbIe  IJIATEXHble  JOKYMEHThI  Ha
O6YMa)KHOM HOCUTeJIE.

OTKa3bIlBaThb B BBINOJHEHUU PACIOPSHKEHUN O

MpoBeJleHU U omnepaunui B cay4Jasx,
peAyCMOTPEHHbIX 3aKOHOAATENbCTBOM
Poccutickoi denepanuy, B TOM qucie

HOpPMAaTHBHBIMM akTaMu baHka Poccum (mpu

HenpeJACTaBJEHUU B YCTAHOBJEHHBIX CJy4asx
NOJATBEPKAAOIIHX JIOKYMEHTOB; npu
HECOOTBETCTBUM  BHJA  ONEpPALMUd  DPEXUMY
6aHKOBCKOTI'0 CYeTa).

BiokupoBaTk (HmpuocTaHOBUTH JeicTBue) Ill

YnonHoMmoyeHHoro Juua KiveHTa B mOpsjKe,
YCTaHOBJIEHHOM HacTOAUUM /loroBOpoM.
PacTtopruyTh HACTOSILIMH Jlorosop oe3
npeABapUTEJIbHOTO yBefoMaeHUs1 KinuenTa, npu
HeonulaTe Kinumentom yciayr banka B Cucreme «
iBank ».

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

4.2,
4.2.1.

4.2.2.

4.2.3.

4.2.4.

the Russian Federation, regulatory documents of the
Bank of Russia.

Provide the Client with the opportunity of receiving
the Client’s Account statements, ED and reference
information by means of “ iBank ” system.

Ensure twenty-four-hour receipt of ED from the
Client through “ iBank ” system except for the time
of routine maintenance works in “ iBank ” system.

Notify the Client at a reasonable time about the
routine maintenance works in “ iBank ” system.

Upon the Client’s demand, under p. 5.2.2. of this
Agreement, register a new Verification Key of the
Client’s Authorized Person’s ES provided that the
Bank is submitted an ES Verification Key Certificate,
documents, proving the powers of the Certificate
Holder and commission paid under the Rates of the
Bank.

Upon the Client’s demand, in the manner and at the
times set forth in this Agreement, block (suspend)
the validity of the Client’s ES.

Provide the Client with Token for term of this
Agreement with the execution of Acceptance and
Transfer Certificate containing the hash values of
program modules provided.

Provide the Client with a new Token instead of the
broken, lost, damaged one with the execution of
Acceptance and Transfer Certificate provided that
the corresponding commission is paid under the
Bank’s Rates.

The Bank shall be entitled to:

Deny the accept of the Client’s orders for bank
account transactions, signed with the Client’s ES if
doubtful transactions, malicious code signs are
revealed and in other situations. In this case
properly completed and duly executed payment
documents on paper medium may be accepted from
the Client.

Deny the accept the Client’s orders for bank account
transactions in cases provided by the legislation of
the Russian Federation, including the regulatory
documents of the Bank of Russia (upon non-
submission of proving documents in the stated
cases; upon non-compliance of the type of
transaction with the bank account mode).

Block (suspend) of the ES of the Authorized Person
of the Client under the procedure established by this
Agreement.

Terminate this Agreement without previous notice
to the Client upon the Client’s non-paying for the
services of the Bank in “ iBank ” system.
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4.2.5.

5.1.
5.1.1.

5.1.2.

5.1.3.

5.1.4.

5.1.5.

5.1.6.

5.1.7.

5.1.8.

[Ipu BO3HUKHOBEHHU M0/103pEeHUS o
HECAaHKIUOHUPOBAaHHOM JocTyne K kJjwouy 3,
He3aMeJIMTe/NbHO U3BelaTb 06 3ToM KiineHTa u
MPUHHUMATh Mephbl N0 ero BpeMeHHOH GJIOKUPOBKeE
J10 BBISICHEHHUSI 0OCTOSITENBCTB.

IIlpaBa u o6s13aHHOCTH KineHTa
KiueHT 0653aH:

3anosiHATh 3/] B CucteMme «iBank» B cooTBeTCTBHUH
C 3aKoHoJaTeJbCTBOM Poccuiickoit ®enepanuy,
HOpMaTHUBHBIMU akTaMu baHka Poccuy, a Takxe
Tpe6oBaHUsAMH baHKa.

st Hayasia pa6oTel B CucteMe «iBank»:
creHepupoBaTh (cdopmupoBaTs) III Braagenwia
CepTudukaTa B COOTBETCTBUU C NPeAJI0KeHHbIMU
CucreMmoii «iBank» HHCTpyKUHAMY;

npejocTaBUTb B baHKk  JBa  OpuUrvHajia
pacredaTaHHbIX M 3amnoJiHeHHbIX CepTudukaTa
kao4a nposepku Il KineHTa anda perucrpanuu
kaoda npoepku Il Knuenta B baHke B TeueHue
30 Kas1IeHJapHbIX JHEH;

NpeJoCTaBUTh  HeOoOXOAWMble  JaHHble I
YHKIIMOHUPOBaHUSA CUCTEMBI SMS -
MOATBEDPKEHUS;

obecrieynTh HaJIM4YHMe Ha cueTe KiineHTa JieHeXXHbIX
CPeACTB, AOCTAaTOYHBIX [JJIsI YNJaTbl abOHEHTCKOU
IJ1aThl corJiacHo 1. 10.4. HacToswero Jlorosopa.
Ucnonb3oBaTh npu pabote B Cucreme «iBank »
TokeHBb], npeoCcTaBJeHHbIE Bankom B
COOTBETCTBHH C YCJIOBUSMH HacTos1ero /lorosopa.
O6ecreynBaTh KOHPUJEHIMAJTBHOCT W  He
nepejiaBaTb TPETbUM JIMIAM MNapoJsH, kg 3],
TokeH, copepxauiuit ko4 I, cobrojaTh MopsaL0K
obecrieyeHuss HUHGOPMALMOHHON 6e30MacHOCTU
npu pa6oTe B CucteMe «iBank ».

B caydae komnpomertauuu Il He3aMeAUTENBHO
yBeOMUTb 06 3TOM BaHK C 1es1bi0 6JI0KMPOBAHUSA
ckoMnpomeTupoBaHHod 3l B COOTBETCTBUM C
yCI0BUSAMH HacTosiuiero Jlorosopa.
Hesamen/nuTeslbHO MNPOMU3BECTH 3aMeHY TNaphl
kitoveit 311 Bnagenbna Ceptudukara:

Opd  U3MEeHeHUMU  JaHHBbIX, VKa3aHHbIX B
Ceptudukare Kiroua NIpOBEPKH oM U
MO3BOJIAIOIUX  UAeHTUPULUpoBaTh  KiueHTa
(HauMeHOBaHME, ajpec, pPeKBU3WUTHI KimeHTa,
TeneboH) u Buagenbna Ceprudukara Kiroda
npoBepku Il (dammiusa, uMsA, OTYECTBO,
JIOJDKHOCTb, NACHOPTHbIE JAHHbIE, MOJHOMOYHS
noanucu 3/] (ypoBeHb gocTymna));

NpU HW3MEeHEHWHM COCTaBa YMOJHOMOYEHHBIX JIUIL
KiueHTa;

o TpeboBaHU baHKa.

B cnyyae 6JIOKMpOBaHUS, pPa3bJIOKUPOBAHUS,
npekpaileHus feiictBus I11 YIoJIHOMOYEHHBIX JIUI]
Kinenra mnpepoctaButh baHky YBenomiieHune B
MopsiiIKE U CPOKH, YCTAHOBJIEHHBbIE HACTOSILIUM
Jlorosopom.

PerysisipHo, Ho He pexe 4eM 1 (OpuH) pa3 B JieHb,
OCyIIeCTBJAThL BX0oJ B Cucremy  «iBank»
(ycTaHaBJIMBaTh ceaHC CBsI3U ¢ baHkoM) ass
MOJIyYyeHUss W NOPOCMOTpa HUHGPOPMALUOHHBIX

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

4.2.5

5.
5.1.
511

5.1.2

5.1.3.

5.1.4.

5.1.5.

5.1.6.

5.1.7

5.1.8.

. Upon the assumption of an authorized access to ES

Key immediately inform the Client about it and take
measures for the temporary blocking of the one until
the circumstances are clarified.

The Rights and Obligations of the Client
The Client shall:

. Complete ED in “iBank ” system in accordance with

the legislation of the Russian Federation, the
regulatory documents of the Bank of Russia and the
Bank’s requirements.

. For starting working in “ iBank ” system:

generate (form) Certificate Holder’s ES under the
instructions offered by “ iBank ” system;

provide the Bank with two originals of printed and
completed Client’s ES Verification Key Certificate for
the registration of the Client’s ES Verification Key at
the Bank within 30 calendar days;

provide the data required for SMS confirmation
function;

ensure the availability of the funds on the Client’s
Account being enough for paying the subscriber fee
under p. 10.4. of this Agreement.

While working in “ iBank ” system, use Tokens
provided by the Bank in accordance with this
Agreement.

Ensure confidentiality and avoid transferring
passwords, ES Key, Token, containing ES Key to
third parties, comply with information security
procedure while working in “ iBank ” system.

In case of ES Compromise immediately inform the
Bank about it for the purpose of blocking the
compromised ES in accordance with the terms and
conditions of this Agreement.

Immediately replace the Certificate Holder’s pair of
keys:

Upon the change of the data, being specified in ES
Verification Key Certificate and allowing to identify
the Client (name, address, details of the Client,
telephone), and the ES Verification Key Certificate
Holder (surname, name, patronymic, position,
passport data, ES authorities (access level));

Upon the change of the list of the Client’s Authorized
Persons;
Upon the Bank’s request.

. In case of blocking, deblocking, termination of

validity of ES of the Authorized Persons of the Client
notify the Bank in the manner and time established
by this Agreement.

Regularly but not less than once a day enter “iBank”
system (establish a communication session with the
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COOOIIEeHUH, YBeJOMJIEHUA U WHOW HMHPOpPMAIUHY,
ucxoasued ot banka.

5.1.9. TlpoBoguTh  peryJspHoe  O3HAKOMJIEHHE C
vHpopManuert, ny6aukyemod  BaHkom  Ha
WHTepHeT-caiiTe BaHka, HO He pexe 1 (omHOrO)
pasa B HeZieJIlo.

5.1.10.1lpy BO3HUKHOBEHUM CIIOPOB, CBSI3aHHBIX C
HMCII0JIb30BaHHUEM CucreMbl «iBank»,
MpefoCTaBAATh M0 MUCbMEHHOMY 3ampocy baHka
HeobOXOoJUMble JOKYMEHTbI H HHOpMAaIUIO,
CBfI3aHHbIe C cocTaBjeHneM /I, HemocpeACTBEHHO
3/, napyrde JOKYMeHTbI U HHPOPMALUIO,
OTHOcAIMecs K ciopHomy I/.

5.1.11.KoHTpo/siMpoBaTh  NpPaBUJbHOCTb PEKBU3UTOB

noJjiyyaTessl IJIaTeXa, a TaK e COOTBETCTBUE
Ha3Ha4YeHUs IJIaTexa TpeOGOBaHUAM
3aKOHO/aTe/IbCTBA Poccuiickoi depepanuu.
OTBETCTBEHHOCTh 33 HEHaJJIeKalllee MCIOJHEeHHe
JIOKYMEHTOB no yKa3aHHbIM NpUYUHAM
Bo3Jaraetcs Ha KiineHTa.

5.1.12.He ucnosb3oBaTb ToKeH AJis paboThbl C JIHOOBIMH
JpyrMMH  mporpamMmmamMu  aasa  JOBM,  Ges
MHMCbMEHHOT0 COTJIacoBaHUs ¢ baHKkoM.

5.1.13.KnueHT He BIpaBe NepefaBaThb TPETbUM JIMLAM
mpaBa WM 00S1I3aHHOCTH, MpPeAyCMOTPEHHbIE
HacTtosiiuM /loroBopom.

5.1.14.1lpepoctaBuTh baHKy corjiacue Ha 06pabOTKY
MepCOHA/IbHBIX JaHHBIX BCEX BJya/iebleB KJOUel,
yKasaHHbIX B CepTudukare.

5.1.15.1lpyu  pacTtopkeHUH  H/WaU npeKpalleHn 1
HaCTOSILEero JoroBopa, npeKpaleHnu
noJsib30BaHud TokeHOM, BO3BpaTUTb baHKy TokeH ¢
obpopmyieHHeM AKTa [puUeMa-iepefiladyd  HIIU
NpeACTaBUTb  3asiBjeHHe, O0dOpMJEHHOE B
MpoM3BOJbHON ¢GopMe, ¢ 00bsSICHEHUEM NPUYUH
HEBO3MOXXHOCTH Bo3Bpara TokeHa.

5.2.
5.2.1.

KimneHT MMeeT npaBo:

OnpefendTb CcoCTaB  YINOJHOMOYEHHBIX  JIUL
KinveHTa ¥ onpejesuTb HUX [OJHOMOYUSL B
COOTBETCTBUH C TpPeOOBAaHUSIMH HOPMATUBHBIX
AKTOB Banka Poccup, 3aKOHO/ZaTe/bCTBA
Poccuiickoit ®epepanuu v HacTosimero Jjorosopa.
[Io cBOeMy YCMOTpEHUIO TeHepUpPOBaTb HOBbIE
napsbl kiaodeid I YnosHoMoueHHbIX auL, KiveHTa,
perucTpupoBaTh B baHke HOBble KJIIOUH IPOBEPKU
31l KiveHTa, nmyTeM npejcTaBJeHUs] OPUTHMHAJIOB
Ceptudukara kirouda npoBepku 311 B baHk, mpu
3TOM [leliCTBUe paHee 3aperuCTPUPOBAHHOIO B
banke Ceptudukata Kiw4ya mnpoBepku Il
YnosHomouyeHHoro JikMna KiumeHTa cuuTaetcsa
OTO3BaHHBIM (€3 JOTOJHUTEJNbHbIX 3asiBJIEHUU
Knuenra.

[lo cBOeMy yCMOTpEeHHUI0 U3MEHATD TapoJib JOCTYIa
K kito4y 311 Ha MaTepUa/IbHOM HOCUTeEJIE.
JlocpoYHO NMpeKpaTUTh AeHCTBHE, 6J0KKUpoBaTh 1
YnosHOMO4YeHHOT O JuLa B nopsiJiKe,
YCTaHOBJIEHHOM HacTOAUUM /loroBOpoM.
[lonb3oBaTbCA WHBIMU
NpefoCTaBJAeHHbIMU Knuenty
JloroBopoM, HOpPMaTHUBHbIMHU
Poccun, 3aKOHO/JATe/IbCTBOM

5.2.2.

5.2.3.

5.2.4.

5.2.5. npaBaMH,
HAaCTOSILIUM
akTaMu baHka

Poccuiickon

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

Bank) for receiving and viewing of informational
messages, notifications and other information from
the Bank.
5.1.9. Regularly get acquainted with information c
published by the Bank on the Bank’s website but not
less than once a week.

5.1.10.Upon the occurrence of disputes relating to the
application of “iBank” system, provide the Bank
upon ots written request the documents and
information regarding the generation of ED, the ED
itself and other documents and information relating
to the ED being the subject of the dispute.

5.1.11.Control the correctness of the payee’s details as well
as the correspondence of payment purpose
description to the requirements of the legislation of
the Russian Federation. The Client shall be liable for
improper execution of the documents.

5.1.12.Not use Token for working with any other
application software without the corresponding
written agreement with the Bank.

5.1.13.The Client shall not be entitled to delegate its
obligations and rights under this Agreement to third
parties.

5.1.14.Provide the Bank with consent for the processing of
personal data of all holders of keys specified in the
Certificate.

5.1.15.Upon the cancellation or the termination of this
Agreement, termination of using Token, return the
Token to the Bank with the execution of Acceptance
and Transfer Certificate, or submit an application
prepared in any form clarifying the reasons of
impossibility of returning the Token.

5.2.
5.2.1.

The Client shall be entitled to:

Appoint the Authorized Person’s of the Client and
determine the powers of the ones in accordance
with the requirements of the regulatory documents
of the Bank of Russia, the legislation of the Russian
Federation and this Agreement.

At its sole discretion generate new pairs of keys of
the Client’s Authorized Persons’ ES, register with the
Bank new keys of verification of the Client’s ES by
submitting the original of ES Verification Key
Certificate to the Bank, upon that, the Client’s
Authorized Person’s ES Verification Key Certificate,
being earlier registered with the Bank, is considered
to be revoked without additional application of the
Client.

5.2.2.

5.2.3. Atits sole discretion change the access password to
ES Key on a material medium.
Early terminate, block the ES of the Authorized
Person in accordance with the procedure
established by this Agreement.
Use other rights provided to the Client by this

Agreement, the regulatory documents of the Bank of

5.2.4.

5.2.5.
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6.

6.1.

6.2.

6.3.

6.4.

6.5.

6.5.1.

6.5.2.

6.5.3.

6.5.4.

6.5.5.

denepauuu.

l'lpaBa M 06513aHHOCTHU CTOpPOH IIO0 oGecne4yeHUuIo
6e30MacHOCTH 3JIEKTPOHHBIX nJiaTexxeu

CTOpOHBI  NPUILIM K  COTJIAIIEHWID,  4TO
WCIOJIb30BaHHWE  IJIATEXHBIX  JOKYMEHTOB B
3JIeKTpOoHHOW ¢opMe T@pu Iepejaye UX IO
OTKPBITBIM 3JIEKTPOHHBIM KOMMYHUKaLUAM
CO3/laeT IMOBbIIIEHHbI PUCK XUIEHUS JeHeXHBIX
CpeJiCTB pa3JINYHBIMHU CIIOCO6AMHU.

CTOpOHBl  JOJOKHBI  HCHNOJIb30BaTb  TOJIBKO
JINIIEH3UPOBaHHOE u cepTudULUPOBaHHOE
nmporpaMMHoe obGecniedeHHe W OIEepalMOHHYI0
CUCTEMY, CBOEBPEMEHHO yCTaHaBJIUBAaTh
0OHOBJIEHUS MPOrpaMMHOTI0 obecreyeHus,
MOCTOSIHHO HCII0JIb30BaTh aHTHUBUPYCHOE
nporpaMMHoe obeclieyeHHe U CBOEBPEMEHHO
yCTaHABJIMBATb €ro OOHOBJEHUS, 00ecneynBaTh
OTCYTCTBHE BUPYCOB U INpPOrpaMM, HalpaBJeHHBIX
Ha BBIBOJ, M3 CTpos, JHOO HCIOJIb30BaHUE
HeJleKJlapupyeMbIX BO3MOXXHOCTeH CUCTEMBI
«iBank» Ha KoMHIbHOTEpax, HCHOJb3YEMbIX JJIs
paboTsl B CucteMe «iBank ».

Bce kutouu 311 3amuiarTcs napoJsaMy, kiardu 311
M [apojd  ABJAIOTCA  KOHOUAEHLUAJbHOU
nHdopmMalel cooTBeTCTBY0OIEH CTOPOHBDI.

B 1je/151X CHM>KEHHUS PUCKA HECAHKLIMOHMPOBAHHOTO
nocrtyna K Cucreme « iBank », moamepxku ee
paboTocnoco6HOCTH, KiieHT 06513aH:

Ctporo co6umofaTh MNpaBW/aa 3KCIJIyaTaluu
CucteMnl « iBank », u3710’keHHbIE B UHCTPYKLIUU IO
ee 3KCIJIyaTaluH.

CozepKaThb KOMIBIOTED, HA KOTOPOM yCTaHOBJIEHA
1 ucnosbdyetcsd Cucrema « iBank », B ucnpaBHOM
COCTOSIHUH, B OXpaHAeMOM M oOIedyaTblBaeMOM
CnykeOHOM TOMeIleHUH, JOCTyl B KOTOpOe
paspemieH Tosbko Buagenbpnam Ceprtudukara,
KOTOpble HENOCPeACTBEHHO paboTatoT ¢ CucTeMoi
«iBank»

He BHOCHTBH HUKaKHUX U3MEHEHUH B TEXHUYECKHUE U
NporpaMMHble Cpe/iCTBa CUCTEMBI, He NepesaBaThb
HX TPEThUM JIUIAM.

[Ipu BO3HUKHOBEHUH NOJ03peHUA B
HEeCaHKILHUOHUPOBAaHHOM JIOCTYIle K 3JIeKTPOHHOMY
K04y WJIM  [OpOorpaMMHOMYy  00ecnedyeHUIo,
He3aMeJIUTENbHO U3BECTUTD 06 3TOM BaHK.
OnpenendTb UM YTBEPAUTb THOPSAJOK YueTa,
XpaHeHUd U HCIO0JIb30BaHHUA TOKEHOB, KOTOpPBIN
JOJDKEH TOJIHOCTBI0 HCKJIYaTbh BO3MOXHOCTh
HEeCaHKLMOHMPOBAHHOrO JOCTyna K HUM. BHe
BpeMeHHU cocTaBjeHuss W o6MeHa 3/ TokeHbI
JOJIXKHBI XpPaHUThCSA B cefidpax. XpaHUTD B CEKpeTe U
He NepelaBaTh TPETbUM JIMLAM MapoJiy, kiawod I,
TokeH, cofepxawuit kiarou 311;

HemennenHo coobuiate bBaHky 060  Bcex
MOJ03PEHUSAX B HECAHKLIMOHUPOBAaHHOM IepeBo/jie
JleHeXXHbIX CpeJCTB HeNOCpeJCTBEHHO MOCjae HX
o6HapyxeHUs no TejedpoHy (495) 662-45-45. He
no3JHee CJjeAywoIllero pa6odyero [JHS TIOCJe
TesiepoHHOr0 mpeaynpexaeHus, KiaueHT ob6s3aH
nepefaTb B BaHK cOOTBeTCTBYyMWIlee 3asiBIEHHUE,

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

Russia, the legislation of the Russian Federation.

6. The Rights and Obligations of the Parties For

6.1.

6.2.

6.3.

6.4.

6.5.

6.5.1.

6.5.2.

6.5.3.

6.5.4.

6.5.5.

Secure Electronic Transaction

The Parties have agreed that the using of payment
documents in electronic form upon transferring the
ones by open electronic communications creates
high risk of funds theft by various means.

The Parties shall use only licensed and certified
software and operating system, timely upgrade the
software, permanently use antivirus software and
timely upgrade the one, ensure the absence of
viruses and malware aimed at inactivation or using
undeclared functions of “iBank” system on
computers used for working in “iBank ” system.

All the ES Keys shall be protected with passwords,
ES keys and passwords shall be the confidential
information of the corresponding Party.

For the purpose of mitigating the risk unauthorized
access to “iBank” system and maintaining the
performance of the one the Client shall:

Strictly comply with the rules of using “iBank”
system specified in the corresponding operational
guidelines.

Keep the computer, on which “iBank” system is
installed and used, in working condition in secured
and sealed office premises being accessed only by
the Certificate Holders directly working with
“iBank” system.

Make no changes in technical and software devices
if the system, avoid transferring them to third
parties.

Upon assuming an authorized access to electronic
key or software immediately inform the Bank about
it.

Determine and approve the procedure of
registration, storage and using of Tokens which shall
totally exclude the possibility of authorized access to
the ones. Outside the time of generating and
exchanging ED Tokens shall be kept in safe deposits.
Keep passwords, ES Key, Token containing ES Key
secret and avoid transfer the ones to third parties.

Immediately inform the Bank on any assumptions of
unauthorized funds transfer right upon the
detection of the ones by telephone (495) 662-45-45.
Not later than the day following the day of telephone
notification, the Client shall provide the Bank with
the corresponding application executed on a letter
headed paper of the Client being signed personally
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BBIIIOJIHEHHOE Ha (l)I/IpMeHHOM 6J1aHKe Kinuenra,

NoJNMCaHHOe  COGCTBEHHOPYYHOM  NOANUCHIO
pykoBoguTenss KiueHTa, ¢ mpoCTaBJeHHEM
OTTHUCKA  MevyaTHu (mpu  Ha/M4UM). [pu

HeoO6XOIUMOCTH K 3asIBJIEHUI0 MOXKET IMPUJIAraThCs
YBenoMieHHe o 6J10KMpoBKe Kitoya I Baagenbna
CepTudukara.

6.5.6. HeMepyieHHo coobiaTh baHKy 0060 Bcex ciay4dasix,

CBUJIETEJbCTBYIOIUX O MOMBITKaX MOCTOPOHHUX
JIUI TOJIyYUTh Aoctyn K Cucteme «iBank» ¢ nesbro
COBepIlleHUs HECAHKIMOHUPOBAHHOUW mepeaydu
CpeJiCTB, B MOPS/IKe, YCTAaHOBJIEHHOM HACTOSIIIUM
JloroBopomM.

6.6. B Lessx CHWXKeHUs PHUCKa HECAaHKIIMOHHWPOBAHHOI'O

7.1.

7.2.

7.3.

Joctymna k Cucreme « iBank » , noasep>xxaHus ee B
paboTocrnoco6HOM cocTOsIHUM, BaHK rapaHTUpyeT:

obecrieyeHne QYHKIMOHUpPOBAHHUSA CHCTEMBI «
iBank » u ob6cnyxuBanue KineHTa B CcTporom
COOTBETCTBUM C IpaBUJIAaMHU  IKCIJIyaTaluu
CucreMbl « iBank »;

cofiepKaHue KOMIIBIOTEPOB, Ha KOTOPBIX
ycraHoBsieHa Cucrema « iBank » B ucnpaBHOM
COCTOSIHMM, B OXpaHsSEMOM, OIeyaTbIBaeMOM
CAy»KeOHOM TIOMelleHUH, JOCTyl B KOTOpoOe
paspelleH TOJIBKO paboTHHUKaAM BaHka,
HemnocpeACTBeHHO paboTatouum CucreMoi « iBank
»;

3al[UTy KOMIBIOTEPOB, HA KOTOPBIX YCTAHOBJIEHA
Cucrema « iBank », oT KOMIBIOTEPHBIX BUPYCOB U
nporpaMM, HalpaBJIeHHbIX Ha  paspyllieHue
CucreMbl « iBank »;

cofiep>kaHWe B AKTYaJbHOM COCTOSIHUU NepedyHs
JIUII, UM e IIUX AocTyn K CucteMe «iBank»;
He3aMeJJIUTe/IbHOe MPUOCTAHOBJIEHUE OIeparui
no cyety KiiMeHTa NpH MOJIy4eHUH COOOIIEHUS OT
KiuenTa o TesiedpoHy 0 komnpomeTtanuu I, UHBIX

dakToB, JawIUX OCHOBaHWe MoJaraTb o
BO3MOXXHOM  XHUIUIEHUW  [JIeHeXHbIX  CpPeJCTB
KnueHra.

BJsiokupoBaHue, pa36/i0KupoBaHue,

npekpameHue aeiicteusa I Yno/IHOMOYeHHbIX
san KnueHnra

Cpok peiictBua Il YmosHOMO4YeHHOro JMLA
Knuenta w para perucrpayuu (aktuBaypuu Il)
bankom CepTtudukara xkiwya mnposepku Il

YNo/JHOMOYEHHOT0  JIMIJA  YKasblBalOTCI B
CepTtudukare kiroya nposepku 1.
ByiokupoBaHue (NMpUOCTAaHOBJIEHUE [ eMCTBUs),

npekpaiueHde JeiictBuss 3l YmosHoMo4YeHHOro
auna KnueHTa ocylecTBJisieTcd HO 3asBJEHHUIO
Knuenta wam 6e3 Takoro 3asBJjieHHs (1O
WHHIMaTHBe baHKa) B COOTBETCTBUM C YCJIOBUAMHU
HacTosero /loroBopa.

ByiokupoBaHue (mpuocTaHoBjeHUe AelicTBus) Il
YnonHomo4eHHOro Jvna Knuenra
ocyiecTBJsieTcsl baHkoM no 3asB/eHU0 KiveHTa B
cleaywolleM NopsAKe:

CO AHf, CeAyIoLiero 3a JHeM IpejOoCTaBJeHUs B
baHk YBegoMieHUs;

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

6.5.6.

6.6. For the purpose of mitigating the

7.1.

7.2.

7.3.

by the Head of the Client and bearing the seal
impression (if any). If required, the application may
be supplemented with the Notification on the
Blocking of the Key of the Certificate Holder’s ES.

Immediately inform the Bank on all the cases,
bespeaking of other persons’ trying to access
“iBank” system for the purpose of unauthorized
funds transfer, under the procedure established by
this Agreement.

risk of
unauthorized access to “iBank” system and keeping
it in working condition the Bank guarantees:
ensuring the functioning of “iBank” system and the
Client services strictly according to the rules of using
the “iBank” system.

keeping the computers, on which “iBank” system is
installed and used, in working condition in secured
and sealed office premises being accessed only by
the bank personnel directly working with “iBank”
system;

the protection of computers, on which “iBank”
system is installed, against computer viruses and
malware aimed at the destruction of “iBank”
system;

keep updated the list of persons having access to
“iBank” system;

immediate termination of the Client’'s Account
transactions upon receiving the Client’s telephone
message about ES Compromise, other facts giving
reasons to believe in possible theft of the Client’s
funds.

The blocking, deblocking, termination of validity
of ES of the Authorized Persons of the Client

The term of the Client’s Authorized Person’s ES and
the date of the Bank’s registering (activating the ES)
the authorized person’s ES Verification Key
Certificate shall be specified in the ES Verification
Key Certificate.

The blocking (suspending), the termination of
validity of the Client’s Authorized Person’s ES shall
be performed by the Bank on the basis of the Client’s
application or without the one (on the Bank’s
imitative) in accordance with the terms and
conditions of this Agreement.

The blocking (suspending) of validity of the Client’s
Authorized Person’s ES shall be performed by the
Bank on the basis of the Client’s application in the
following manner:

As from the day following the day of the Bank’s
receiving the Notification;

Immediately upon the Client’s Authorized Person’s

Ctpanuua 10 u3 19



Ixett ang Tu bank
J&T Bank

He3aMeJJIMTEJIbHO Imo Teﬂe(l)OHHOMy 3BOHKY
YnosHoMo4dyeHHOro JivIa Knuenta B baHk npu
yCJIOBHUH NIPOHU3HECEHUA YnosHOMOYeHHBIM JIUIOM

KnueHTa BsioknpoBo4YHOTO cJIoOBa
YnonnomovyeHHoMy Jinny banka. baHK ocTtaBiseT
3a 00O TMpaBO MPOBEPUTHb JAOCTOBEPHOCTH

MnoJiydieHHOH WHQOpMalUU NYyTeEM MPOU3BE/EHUSA
KOHTPOJIbHOTO 3BOHKa M0 Tesnedony Kiuenra g
3KCTPEHHOU CBSI3MU.

7.4. llpekpaiienue gerctBusg 31 YNoJHOMOYEHHbBIX JIKI]

7.5.

7.6.

7.7.

7.8.

8.1.

8.2.

KineHnTa ocyuectBisieTcs baHKOM no 3asiBJIEHUIO
KiueHTa B ciieiyroieM nopske:

€O JH{, Clefylollero 3a AHeM NpeJoCTaBJeHUs B
baHk YBeoMJieHU .

ByiokupoBaHue (IpPUOCTAaHOBJIEHHE JIeHCTBUS),
npekpaiyeHue feictus Il YosHOMOYEHHBIX JIUL]
KnuenTa ocymectBisiercss baHkoM 6e3 3asiBiieHUs
Knuenta (nmo wHunuatuBe baHka) B JleHb
HAaCTYIJIEHUSI XOTS Obl OJHOTO U3 CJEIYIOLIUX
COOBITHI:

B CJy4ae HaJU4us
koMnpomeTanuu IlI;

y banka wunHdopmauuu o

npu HWCTeYeHUHU Ccpoka MOJTHOMOYHH
YnosHOMOY€EeHHBIX JINI], Knuenra U
HelnpeJCcTaBJeHUs B BaHk JIOKyMEHTOB,
MOJITBEPXKAAIOIINX  NPOJJIeHHEe MOJIHOMOYH

YnosHoMo4YeHHBIX UL, KiineHTa;

NP UCTEYEHNH CpoKa JeicTBuda Kiroda npoBepku
311 YnosnHoMo4veHHoro vna KiveHTa, yka3aHHOTO
B CepTudukare kiwoua nposepku IlI;

npu mnoctymiaeHun ot KimeHta B BaHK
yBeJJOMJIEHUs] O PpacTOPXeHUU  HaCTOSILEero
Jorosopa;

B MHBIX C/y4asx NpPeAyCMOTPEHHbIX HACTOALIUM
Jlorosopowm.

Pasz6siokupoBaHue (Bo306HOBJIeHUE JeiicTBus) Il
YnonHomoveHHbIX JuL KiMeHTa ocylecTBasgeTcd
BankoM co pAHA, claeAywollero 3a  JHEM
NpefoCTaBJeHUsA YBeJOMJIEHUA.
bnokupoBanHble JIl  YmosHOMO4YeHHBIX
Knuenta B ciydyae HenoJsydyeHuss baHkoM
YBenomaenus oT KauenTta 06 170:¢
pa36JI0KMpPOBAHUHU NpPeKpallaloT CBOe JlelCcTBHE B
CpoK, ycTaHoBJeHHBIH B CepTudukarte KJ/04a
nposepku JII YnonnoMmovyeHHoro suna Kiavenra.
CTOpOoHBI obecrieyrnBalOT COXPaHHOCTb
HepedcTBytomux Il (6aokupoBanHbix I, 3,
NpeKpalleHHbIX N0 3asaByeHu0 Kinenta, uian 311,
CPOK [eHCTBUSA KOTOpBbIX HCTEK) B CPOKH,
YCTaHOBJIEHHbIE [J19 XxpaHeHUd /I, moANHCaHHBIX
TakuMmu 1.

JINIL

CoBMecTHBIE 06513aTe/IbCTBA U OTBETCTBEHHOCTD
Cropon

baHK He HECET OTBETCTBEHHOCTH 3a BO3MOKHbIE
HMCKaXKeHHs], OIIUOKH, OTIeYaTKH B PACHOPSIKEHHUSIX
Y MHBIX CO06IIeHUsX, 3aBepeHHbIX I KinenTa.
BaHk He HecéT OTBETCTBEHHOCTH 3a ylepo,
NPUYMHEHHbIN Kinunenty B pe3y/bTaTe
WCIO0JIb30BaHUA TPETbUMU JULLaMU Kiroda Il

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»

The Client iBank system services Agreement

telephone call to the Bank provided that Authorized
Person of the Client says the Lock Word to the
Authorized Person of the Bank. The Bank shall keep
its right to check the authenticity of the received
information by making a control telephone call by
the Client’s Emergency Telephone.

7.4. The termination of validity of the Client’s Authorized

7.5.

7.6.

7.7.

7.8.

8.

8.1.

8.2.

Person’s ES shall be performed by the Bank on the
basis of the Client’s application in the following
manner:

As from the day following the day of the Bank’s
receiving the Notification.

The blocking (suspending), the termination of
validity of the Client’s Authorized Person’s ES shall
be performed by the Bank without the Client’s
application (on the Bank’s initiative) on the day of
occurrence any of the following events:

In case of the Bank’s having information of ES
Compromise;

expiration of the term of powers of the Client’s
Authorized Persons and failure to provide the Bank
with the documents proving the prolongation of the
term of powers of the Client’s Authorized Persons;

upon the termination of validity of the Key of
Verification of the Client’s Authorized Person’s ES,
specified in the ES Verification Key Certificate;

upon Client’s notifying the Bank about the
termination of this Agreement;

in other cases provided by this Agreement for.

Deblocking (the renewal) the Client’s Authorized
Persons’ ES shall be performed by the Bank as from
the day following the day of Notification.

Blocked the Client’s Authorized Persons’ ES shall be
terminated within the period specified in the
authorized person’s ES Verification Key Certificate
in case of the Client’s failing to notify the Bank about
the deblocking of the ones.

The Parties shall ensure the safety of valid ES
(blocked ES, ES terminated upon the application of
the Client, or ES the term of which has expired)
within the period established for the storage of ED
signed with such ES.

Joint Obligations and Responsibility of the Parties

The Bank bears no responsibility for possible data
corruption, mistakes, errors in orders and other
messages signed with ES of the Client.

The Bank bears no responsibility for any losses
incurred by the Client resulting from third parties’
using the Key of the Client’s ES.
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Knuenra.
8.3. Ilpu pacropxxkenuu  Hacrosauwero JloroBopa

8.4.

8.5.

9.

9.1.

9.2.

9.3.

CTOpOHBI HECYT OTBETCTBEHHOCTb MO BceM I/,
cbopmupoBanHbiM B Cucreme « iBank », B
COOTBETCTBHUM C 3aKOHOJATeJbCTBOM Poccuiickoi
Pepepanumn. B cay4dae BO3HUKHOBEHUH
KOHQJIMKTHBIX CUTyanuil Mexay KineHToM u
BankoM mpu ucnosib3oBaHuu Cucremsl « iBank »
CTopoHBI 06513y0TCS Yy4aCTBOBATb B pACCMOTPEHUHU
KOHQJMKTOB B COOTBeTCTBUM C [losiokeHHeM O
NnopsJiKe PacCMOTPeHHUs1 CIOPHBIX CUTyaluH,
BBINOJIHATb TPe60BaHUA yKa3aHHOro [lon0xkeHNda U
HeCTH OTBETCTBEHHOCTb COTJIACHO BBIBOJAAM IO
paccMOTpPeHHI0 KOHPJIMKTHON CUTYaLUH.

CTopoHBI 06513y10TCS npu paspeLieHUH
3KOHOMMYECKUX M HHBIX CIIOPOB, KOTOpPble MOTYT
BO3HUKHYTb B CBSI3U C UCI0/Ib30BaHUEM CHCTEMBI «
iBank », npeAcTaBaATE B NMCbMEHHOM BH/Je CBOU
OLleHKH, [l0Ka3aTeJbCTBA WU BBIBOJbI MO 3alpocy
3aMHTEPEeCOBAaHHOW CTOPOHBI, yYaCTBYHOLIEH B
HacTtoseM JloroBope.

CTOpOHBI 0CBOGOX/AAIOTCSA OT OTBETCTBEHHOCTH 3a
HEUCHOJIHEHMe WJIM HeHaJjJexallee HUCIOJHeHHue
B3ATbIX 110 HACTOs1eMy JloroBopy 0653aTe/IbCTB B
cay4dae BO3HHUKHOBEHHUS 06CTOATELCTB
HeNpeoJIoJIMMON CHUJIbl, K KOTOPBIM OTHOCATCS:
CTUXUUHBIE 6exncTBYS, MoXaphl, aBapuy,
OTKJIIOUEHUA  3JIEKTPO3HEPruH, TOBpeXJeHue
JINHUH CBSI3Y, MacCOBble 6ecrnops/iKy, 3a6acTOBKH,
BOeHHble JIeMCTBUSA, NMPOTUBONpPABHble JelCTBUA
TPeTbUX JINIL, BCTYyIJIEHHE B CUJIy
3aKOHOJIaTeJbHbIX  aKTOB, aKTOB  OpraHOB
desepaZbHBIX UM MECTHBIX OpPraHOB BJIACTU U
006513aTeNbHBIX JIJIsI UCTIOJIHEHHUSI OJHOW U3 CTOPOH,
NpPSMO WJIM KOCBEHHO 3alpelialolyX YKa3aHHbIE B
HactosleM JloroBope BUJbI AeATEJbHOCTH WJIH
NpensATCTBYIOLMe BbINOJIHEHUIO CTOPOHAMM CBOUX
ob6a3aTenbcTB 1o /JloroBopy, ecJd CTOPOHa3,
nocTpaZiaBliasg OT UX BJMUAHUA, [JOBeJeT [0
CBeleHUs  ApYrod  CTOPOHBI  M3BECTHE O
CJIy4YMBLIEMCS B BO3MOXXHO KOPOTKHMH CPOK MocJe
BO3HHUKHOBEHHS 3TUX 0GCTOSATEIBCTB.

Ilopaaok o6cayxuBanus Kinuenra

Joctyn Kiunenta «k Cucreme « iBank »
OCYLIEeCTBJIAETCA KPYIJIOCYTOYHO, C BO3MOXHBIM
KpaTkuM, 1o 30 MUHYT Y He yaule 1 pa3a B HefeJo,
TEXHOJIOTUYECKUM IepePhIBOM Ha 06CIyKHUBaHUE.

3/l, HanpaBsneHHble KiuentoMm B bBaHk ¢
UCI0JIb30BaHUEM Cuctembl « iBank »,
NPUHUMAIOTCA K HCIOJHEHUIO C Y4€TOM BpeMeHHU
npueMa pacnopsbkeHui corsiacHo Tapudam banka.
[Ipy HEBO3MOXXHOCTU IepeJjauyd [JOKYMEHTOB B
BaHK c HcnoJsib30BaHUEM 3J1eKTPOHHOU CHCTEeMBI «
iBank » 0KyMeHTBI MOTYT OBITh lepeiaHbl B baHk
Ha GYMa)XHOM HOCHTeJIe C COOJII0ZleHHEeM INpPaBUJI
odopMIIeHUS JOKYMEHTOB HA OYMaXKHOM HOCHUTEJIE.
[Ipy mosyyeHUU ILJIATEXKHOrO J[AOKyMeHTa baHK
NpOU3BOAUT NpoBepKy koppekTHocTH I Kinenra,
KOHTPOJIb 3HAYeHUH pPEKBU3UTOB ILJIATEXKHOIO
JOKYMEHTa, UX JOIMYCTUMOCTH U COOTBETCTBHH,

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»

8.3.

8.4.

8.5.

9.

9.1.

9.2,

9.3.

The Client iBank system services Agreement

Upon the termination of this Agreement the Parties
shall bear responsibility for all ED, generated in “
iBank ” system, in accordance with the legislation of
the Russian Federation. In case if any conflict arises
between the Client and the Bank upon using “ iBank
” system, the Parties undertake to participate in the
consideration of the conflicts in accordance with the
Provision Concerning Disputes Consideration
procedure, comply with the requirements of the said
Provision and bear responsibility according to the
conclusions on the dispute considered.

Upon solving economic and other disputes that may
arise in connection with the using of “ iBank ” system
2», the Parties undertake to submit in writing their
assessments, evidences and conclusions upon the
request of the corresponding Party to this
Agreement.

The parties are relieved of responsibility for partial
or complete non-fulfillment of their obligations
under this Agreement in case if the following
circumstances of insuperable force occur: natural
disasters, fires, accidents, power outage, line
disturbance, mass disorders, strikes, military
activities, unlawful acts of third parties, legislative
acts, the acts of federal or local authorities coming
into effect and being binding for any of the Parties,
directly or indirectly prohibiting the activities
specified in this Agreement or hindering the Parties’
fulfilling their obligations under this Agreement if
the Party suffering the impact of the ones informs
the other Party about the events as soon as possible
after the occurrence of the circumstances.

The Client Services Procedure

«

The Client’s access to “ iBank ” system shall be
ensured on a round-the-clock basis with possible
short routine break for 30 minutes maximum once a
week.

ED, sent by the Client to the Bank by using “ iBank ”
system shall be accepted for execution, with the time
of acceptance of the orders being taken into account,
under the Rates of the Bank. Upon the impossibility
of sending documents to the Bank by using
electronic “ iBank ” system the ones may be
submitted to the Bank on a paper medium with the
execution of the document on a paper medium being
observed.

Upon receiving a payment document the Bank
verifies the correctness of the Client’s ES, the values

of details of the payment document, their
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9.4.

9.5.

9.6.

10.

10.1.

10.2.

10.3.

10.4.

10.5.

MPOBEPKY COOTBETCTBUSI NMPOBOJAUMOMN omeparnydu
3aKOHO/JaTeJbCTBY Poccuiickou denepauuy,
MPOBEPKY BO3MOXKHOCTH BO3HUKHOBEHHUS
JlebeToBOro cajbAo Ha cuére KimeHnTa. B ciayyae
oTbpakoBku I/l BaHKOM He TPpUHUMAETCS.

baHKk exeJHeBHO B paboune aHU ¢ 9:30
aKTyanusupyeT KiMeHTy 3JIeKTPOHHY0 BBIUCKY O
MPOBe/IEHHbIX ONepaIysIx U COCTOSIHUU ero cyeTa 3a
npeAblAyLUIAHI NEHD.

BbINMCKK O MPOBEJIEHHBIX OMEPALUAX 10 CUYETY C
rcnoJsib3oBaHueM CucTteMbl « iBank » Ha 6GymMakHOM
HocuTeJie BblaloTcs KineHTy mo TpeGoBaHHIO B

nopsAJKe, npeyCMOTPEHHOM Jorosopom
6aHKOBCKOTIO cYyeTa.

BaHKk moATBepkJaeT IpHUeM  paclopsKeHUH
KJII/IeHTa, HalpaBJIEHHbIX C HCIIOJIb30OBAHHUEM
Cuctempl « iBank » a Takxke ocyuecTBiIeHHe
onepanuu Ha OCHOBAaHUHU yKa3aHHBIX

pacrnopsikeHUM NyTeM HampaBJjieHUs KineHTy ¢
HUCI0JIb30BaHUEM CucTteMbl « iBank »
HUCIOJHEHHOTO pacHopsiKeHHUs1 B 3JIEKTPOHHOM
BHU/I€, B KOTOPOM YKa3blBaeTCs JjaTa UCIOJ

Pa3mep u nopsaAo0K omiatsl yciayr baHka no
o6caykuBaHMIO B Cucteme « iBank »

CtouMocTs ycayr baHka no Hactosiuiemy /loroBopy
yCTAHABJMBAETC B COOTBETCTBUH ¢ Tapudamwm
baHka.

BaHK uMeeT MpaBO B OJJHOCTOPOHHEM IOPSJKe
W3MEHATb NepeyeHb GAHKOBCKUX YCJYT, MOPSJ0K
06C/TyKUBaHUSA u Tapudsl Banka.
WHdopmupoBanue KineHTta 006 U3MeHEHUU
Tapudos BaHka, nopsiika 06cayKMBaHusl, TOpsAKa
nmpueMa  pacHoOpsDKeHUH  JJid HWCIOJIHEHUS
OCYIIECTBJISIETCS My TEM pas3MelleHuss MHGOpMaIuu
Ha CTeHJe 06bsBJEeHUN B moMellleHHWH BaHka mo
MecTy o6cayxkuBaHus KiimeHTa uwiauM Ha caifTe
Banka- www.jtbank.ru He no3zHee, yem 3a 10
(JdecaTb) KajeHJApHbIX [AHEeH [0 BBeJeHUS B
JIeliCTBMe YKa3aHHbIX W3MeHeHWH. [lpu 3TOM

HamnpasJIeHUs NHUCbMEHHOTO yBeOMJIEHUS
Knuenty Wi 3aKJII0YeHUs OT/,EeJIbHOTO
corjlalleHuss K  HacTosieMy JloroBopy He
TpebyeTcs.

KnueHT npegoctaBiaseT baHky npaBo (3apaHee
JlaHHBbIM aKLleNT) Ha CHMcaHHWe a00HEHTCKOM IJIaThI
3a o6cayxuBanue Kinenrta B Cucteme « iBank » co
cueta Kimenrta B coorBercTtBUM ¢ Tapudamu.
OmtaTta o6cnyxkuBaHus Knnenra B CucreMe « iBank
»  OCYUIeCTBJISIETCS  €XEeKBapTaJIbHO  MyTeM
npefomsiaThl (3a KBapTajl BIepesA) B IepBbId
pabouuii eHb TEeKyllero KapTasja.

B Hauazne pa6oThl Kinnenta B CucrteMe « iBank »
pasMep aGOHEHTCKOM IJIaThbl pPaCCYMUTBIBAETCH,
WCXO/sl U3 KOJMYECTBA MeCSLEB O0O0CTyKHUBaHUS
bankom KimeHTa B TeKyweM  KBaprase,
He3aBUCHMO OT KOJIMYeCTBa JHeH 06C/yKHBaHUSA
KnueHTa B Mecsille, B KOTOpOM HayaTa paboTa B
Cucreme « iBank ».

B ciyyae HeJOCTAaTOYHOCTH CpPeACTB Ha CyeTe

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

9.4.

9.5.

9.6.

10.

10.1.

10.2.

10.3.

10.4.

10.5.

acceptability and conformity, the compliance of the
transaction being made with the legislation of the
Russian Federation, the possibility of arising of a
debit balance on the Client’s Account. Defective ED
shall not accepted by the Bank.

Every working day from 9:30 the Bank updates the
Client’s electronic statement about the transactions
made and the status of the Account for the previous
day.

The statements of the Account transactions issued
by using “ iBank ” system on a paper medium are
issued to the Client upon request in accordance with
the procedure provided by the Bank Account
Agreement.

The Bank confirms the acceptance of the Client’s
orders forwarded by means of “ iBank ” system as
well as the performance of transactions on the basis
of the specified orders by sending the executed
order in electronic form to the Client by means of “
iBank ” system specifying the date of execution and
other information provided by the legislation of the
Russian Federation for.

The Amount and Procedure of Payment for the
Bank’s Services in “ iBank ” system

The Bank charges under this Agreement shall be
determined in accordance with the Rates of the
Bank.

The Bank shall be entitled to change unilaterally the
range of the Banks’ services, the service procedure
and the Rates of the Bank. The notifying the Client
about the change of the Bank’s Rates, the service
procedure and the procedure of acceptance of
orders to be executed shall be made by placing the
information on the bulletin board in the premises of
the Bank at the Client service point or on the Bank’s
website (www.jtbank.ru) not later than in 10 (ten)
calendar days before the said changes come into
effect. Upon that, no sending of a written notification
to the Client or conclusion of a separate agreement
to this Agreement is required.

The Client shall provide the Bank with the right
(accept given in advance) for deducting the
subscriber fee from the Client's Account in
accordance with the Rates for the Client services in
iBank ” system. The payment for the Client services
in “ iBank ” system shall be made quarterly by pre-
payment (for a quarter in advance) on the first
working day of the current quarter.

In the beginning of the Client’s working in “ iBank ”
system the amount of the subscriber fee shall be
calculated proceeding from the number of months of
the Client’s being serviced by the Bank in the current
quarter regardless of the number of days of the
Client’s being serviced in the month in which the
work in “iBank ” system was started.

In case there are no sufficient funds on the Account
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10.6.

10.7.

10.8.

10.9.

10.10.

10.11.

11.
11.1.

KnueHT 06s3aH He mo3gHee 15 4ucia mepBoro
MecAlla TeKylLero KBapTaJja NPOU3BECTH OIJIATY
ycayr baHka 3a o6caykuBanue KinenTta B Cucreme
«iBank ».

B ciy4yae He#OCTaTOYHOCTH CpPeACTB Ha CYeTe,
OTKPBITOM B pyo6Jsax Pocculickoit @enepanuy,
Knuent paer baHky corsnacue (3apaHee AaHHBIA
aKUEINT) Ha CHMCcaHue aG0HEHTCKOH MJIAThI C CYETOB
KiineHTa, OTKPBITBIX B UHOCTPAHHOM BaJlOTeE, 1O
kypcy banka Poccum, ycraHoBieHHOMYy Ha AaTy
CIYCaHUs.

B ciiydyae OTCYyTCTBUSA LeHEXHBIX CPEJACTB Ha BCeX
cyeTax KiaueHTa, oTkpeIThiIx B baHke; mpu
NPUOCTAaHOBJEHUN Ollepaluil 1o cyeTy/cueTaMm
Knuenra, HaJIUIUU HUHBIX
OTpaHUYEHUI/0OpeMeHeHH MO cuyeTy/cyeTaM, a
TaKXKe OTCYTCTBHMS OIUIaThl ycayr baHka 1o
nctedeHuu 15 pgHell Tekyulero Mecsna bBank
MpUOCTaHABIUBAET JelcTBUe HaCTOsIero
JloroBopa 6e3 yBeaomJieHuss KiauveHTa. B aTom
cayyae Knuent MOXKET MHUCbMEHHO
XOJAaTaUCTBOBAaTb O BO30GHOBJIEHHUU JEUCTBUSA
JoroBopa mocne omyatel ycayr baHka 3a
o6cayxuBanne Kinenta B Cucreme « iBank » 3a
TeKyLUHI KBapTaJl.

B ciydyae OTCYyTCTBUS [EeHEXHBIX CPeJCTB Ha BCeX
cyeTax KiaueHTa, oTKpeIThIXx B baHke; mpu
NPUOCTAHOBJIEHUU OMNEepalUil 1o cyeTy/cyeTaMm
Knuenra, HaJTUIUH HWHBIX
OrpaHUYEHUN/0OpeMeHeHH 1o cYeTy/cyeTam,
KnueHT MoxeT o6paTuThcs B BaHkK ¢ mpock6oii o
MPUOCTAaHOBJIEHUHU JencTBUs HaCTos1ero
JloroBopa Ha corsiacoBaHHbIil ¢ BaHkoM cpok. B
aToM ciay4yae KiMeHT nucbMeHHO HHOpMUpyeT
baHk 0 Bo306HOBJIeHUHU JelcTBUA JoroBopa mocie
omsiaThl ycayr baHka 3a o6canykuBanue KiveHTa B
Cucreme « iBank » 3a Tekymuii kBapTaJ.

B cnydae pacTtopkeHusi Hacrosiiero Jlorosopa
aboHeHTCKasli MJaTa CHOUcCbiBaeTcss baHkoM B
MOJIHOM 006'beMe, He3aBUCUMO OT KOJIMYEeCTBa JHEHN
o6cayxuBaHusl KineHta, T.e, cnucaHHasgs baHkoMm
KOMHCCHUSI He TnepecuyuTbiBaeTcs, KiueHTy He
BO3BpaLAeTCAd U He KOMIIeHCUpYeTcs.

B ciaydyae HeomsaTbl KineHTOM aG0OHEHTCKOMN

IJaTbl B TedyeHHe KBapTajda baHk BIpase
aHHyJsiMpoBaTh kJo4 Il KiveHTa U pacTOprHyTh
HacTOSIUHI JloroBop BO BHeCyZile6HOM

OZJHOCTOPOHHEM MOpsAKe 6e3 MpeaBapUTEIbHOTO
yBenomaeHus1 KiveHTa.

BaHK He B3MMaeT KOMHUCCUIO 32 3aMeHy TokeHa,
yTpaTHUBIIEro PabGOTOCHOCOGHOCTh B Te4YeHHE
rapaHTUHHOTO CpOKa, KOTOpbI cocTaBjaseT 1
(OpuH) Mecsny, ¢ MoMeHTa Iepejayd TokeHa
Kinenty no AkTy mnpueMma-nepepayd. [Ipu sTom
TokeH Jjo/nKeH ObITh Bo3pallleH BaHKy B TeueHue
JleHCTBUs rapaHTUHHOTO CPOKa (6€3 MeXaHUYeCKUX
MOBpEeXJAEHUH) B TMPOTHBHOM ciy4ae ToKeH
CYMTaeTcs yTpadeHHbIM KireHTOM.

Cpok aeiictBus /loroBopa.

Hacrosamuit JloroBop BcTynaeT B CUJIy B [ieHb
peructpanuu bankom KinenTa B Cucteme « iBank »

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

10.6.

10.7.

10.8.

10.9.

10.10.

10.11.

11.
11.1.

the Client shall pay for the Bank’s services rendered
to the Client in “ iBank ” system » not later than the
15t of the first month of the current quarter.

In case there are no sufficient funds on the Russian
Federation Ruble Account, the Client shall provide
the Bank with its consent (accept given in advance)
for the deduction of the subscriber fee from the
Client’s Foreign Currency Accounts at the rate of the
Bank of Russia established as of the date of
deduction.

In case there are no funds on all of the Client’s
accounts opened at the Bank, upon suspending the
account/accounts transactions of the Client, the
presence of other restrictions/encumbrances of the
account/accounts as well as the absence of payment
for the Bank’s services upon the termination of 15
day-term of the current month the Bank shall
suspend the validity of this Agreement without
giving notice to the Client. In this case the Client may
apply in writing for the renewal of the validity of the
Agreement after the payment for the Bank’s services
rendered to Client in “ iBank ” system for the current
quarter.

In case there are no funds on all of the Client’s
accounts opened at the Bank, upon suspending the
account/accounts transactions of the Client, the
presence of other restrictions/encumbrances of the
account/accounts, the Client may apply to the Bank
for the suspending of the validity of this Agreement
for the term being agreed with the Bank. In this case
the Client shall in writing inform the Bank about the
renewal of the validity of the Agreement after the
payment for the Bank’s services rendered to Client
in “iBank ” system for the current quarter.

In case of termination of this Agreement the
subscriber fee shall be deducted by the Bank in full
amount regardless of the number of days of
servicing the Client, namely the commission
deducted by the Bank is not restated, not returned
to the Client and not compensated.

In case of the Client’s failure to pay the subscriber
fee within the quarter the Bank shall be entitled to
cancel the Client's ES Key and terminate this
Agreement at its own discretion without legal
proceedings and notifying of the Client.

The Bank shall not charge commission for the
replacement of Token becoming invalid within the
guaranteed period being 1 (one) month as from the
transfer of the Token to the Client under the
Acceptance and Transfer Certificate. Upon that, the
Token shall be returned to the Bank within the
guaranteed term (without mechanic damages)
otherwise the Token shall be considered lost by the
Client.

The Term of the Agreement.

This Agreement shall come into effect on the day of
registration of the Client in “ iBank ” system by the
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11.2.

11.3.

12.
12.1.

12.2.

12.3.

12.4.

12.5.

12.6.

Y 3aKJI0YaeTcs Ha Heollpe/leJIeHHbIH CPOK.
CTOpoHBl  BIpaBe paCTOPTHYTb  HACTOALIMU
JloroBop mocjie NHCbMEHHOro YBeJOMJEHHS 00
3TOM IPOTHUBOMOJIOKHOH CTOPOHBI, 3a
HCK/II0YeHueM cay4Jaes, npeJlyCMOTPEeHHBIX
HacTtosiuM JloroBopoM. Hactosmuii JloroBop
MOKeT ObITb PAaCTOPTHYT 10 UHULMaTHBe KineHTa
MPY OTCYTCTBUM HEUCIIOJHEHHBIX 005132 TE/IbCTB 10
Jorogopy.

Hactoamuin [loroBop mnpekpauiaeTcs B 4YacTU
006CIyKMBaHUA KaKoro-116o U3 cyetoB KiveHra B
c/1y4ae 3aKpbITHSA 3TOTO CYeTa.

3ak/I0uyuTEe/IbHBIE M0JI0KEHUA

baHk OGepeT Ha cebs 00s3aTesJbCTBa IO
COOJ/II0ZIEHUI0 DeXuMa KOHQHUAeHLUAJbHOCTU B
OTHOLUEHUU HHbOpMaLuH, cozepxalen
NepCoHa/IbHbIE [aHHbIe, TOJyYeHHble B CBSI3U C
3aKJII04YeHHEeM Hactosmero  /loroBopa,  3a
HCKJIIOYeHUEM CJIy4aes, peayCMOTPEHHBIX
3aKOHO/JIaTebCcTBOM Poccuiickoit ®emepanuu.
BaHk rapaHTupyeT, 4TO 006pabG0TKa, XpaHEeHMUe,
WCIOJIb30BaHMe W Iepefadya IMepCOHAJbHBIX
JaHHBIX OCYLIeCTBJISIETCSI B COOTBETCTBUU C
®enepasbHbIM 3aKoHOM Ne 152-®3 ot 27 utoad
2006 roma «0O mnepcoHaJlbHBIX JaHHBIX». baHK
NpUHUMaeT HeoOXOAWMbIe U JIOCTAaTOYHbIE MephI
JUIsT  3al[MThl  MEePCOHAJbHBIX  JaHHBIX  OT
HelpaBOMEPHOTr0 UJIM CJAYy4YalHOro JOCTyNa K HUM,
YHUUYTOXEHHS, W3MeHEeHUs, 6JIOKUPOBaHUS,
KONUPOBAaHUS, PACHpPOCTPAHEHUS] MEPCOHANbHBIX
JaHHBIX, a TaKXe OT HWHBIX HeIpPaBOMEPHBIX
JeUCTBUM.

Cnopel no HactosimeMy JloroBopy peLialoTcsl MyTeM
NEeperoBOpPoB C y4YeTOM B3aUMHBIX HHTEPECOB B
cootBeTcTBUM ¢ [losio)keHHMeM 0  mopsfAKe
pPacCMOTpeHUs] CIOPHBIX CUTyalluid, a IpH
HeJ0CTHXKEHUU COTJIAlleHUs - B CyZeOHOM HopsiJKe.
Bce IlpusoxeHusi, U3MeHeHUs], [JONOJHEHUS U
ocobble ycaoBUSL K Hacrosuemy JloroBopy
odopMIAOTCA B MUCbMEHHOM BUJE,
MO CBIBAIOTCS MTOJIHOMOYHBIMH
npeJCTaBUTENSIMU CTOPOH U SIBJISTIOTCSI
HEOT'bEMJIEMOM €r0 4acThIO.

Bo BceM oCTa/sIbHOM, YTO NPSIMO HE IPeLyCMOTPEHO
HacrosuM JloroBopoM, CTOPOHBI pyKOBOACTBYIOTCS
3aKOHO/aTeNbCTBOM PD.

JloroBop cocTaB/JeH Ha PYCCKOM M aHIJIMMCKOM
sI3bIKaX B JIBYX 3K3eMILISpaX, UMEKIINX PaBHYIO
IOPUJIMYECKYI0 CHJy, IO OJHOMY JJI1 KaXKJOH W3
CropoH. B ciydae kakux-11m60 NPOTHUBOpPEYUH
MeX/ly f3blKaMHU NpeobJaflalolyl0 CUJIy UMeeT
BEPCUsS Ha PYCCKOM SI3bIKE.

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

11.2.

11.3.

12.
12.1.

12.2.

12.3.

12.4.

12.5.

12.6.

Bank and is concluded for an unlimited period.

The Parties shall be entitled to terminate this
Agreement after notifying in the other Party except
for the cases provided by this Agreement for. This
Agreement may be terminated by the Client upon
the absence of unfulfilled obligations under the
Agreement.

This Agreement shall be terminated in relation to
the servicing of any of the Client’s accounts in case if
the said account is closed.

Final Provisions

The Bank undertakes to comply with a non-
disclosure mode in relation to the information
containing personal data obtained in connection
with the conclusion of this Agreement except for the
cases provided by the legislation of the Russian
Federation for.

The Bank guarantees that the processing, storage,
using and transfer of the data is performed in
accordance with Federal Law No 152-®3
“Concerning Personal Data” dated July 27, 2006. The
Bank takes the required and sufficient measures for
the protection of personal data against an
unauthorized or accidental access, elimination,
alteration, blocking, copying, distribution of
personal data and other unlawful acts.

Disputes in relation to this Agreement shall be
resolved through negotiation with mutual interests
being taken into account in accordance with
Disputes Resolving Provision, and by judicial
procedure if the agreement is not achieved.

All Provisions, alterations, amendments and special
conditions of this Agreement shall be executed in
writing and signed by the authorized
representatives of the Parties; the ones shall be an
integral part of this Agreement.

Upon every other point that is not expressly set forth in
this Agreement the Parties shall be governed by the
legislation of the Russian Federation.

The Agreement is drawn up in English and Russian
languages in duplicate having equal legal force, one
for each of the Parties. In case of any conflict
between the languages the Russian version of the
Agreement shall prevail.
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13. PekBu3uThl 1 noanucu CTOpoH

BaHk:

Jxewt anp Tu baHk

(akMOHEpHOE 061IECTBO)

azapec: 115035, r. MockBa, KagaméBckas
Habepe)xHas, IoM 26

WMHH 7713001271/ KIIIT 770601001
OIr'PH 1027739121651
k/c30101810845250000588

B I'Y BAHKA POCCHH I10 11O, BUK 044525588
Ten.: 7 (495) 662-45-45

E-mail: info@]TBank.ru

KnuneHr:

Anpec:

WHH/KHO

PeructpannonHbiii Ne

Ten.: , dakc:

E-mail:

Ot baHka:

[Ipencenatens [IpaBiaeHus/

For the Bank:

Chairman of the Management Board

A.B.Ky3Hnenos/ A.V.Kuznetsov

Mm.n./ LS.

JloroBop Ha 06CIy>KMBaHHeE KIMEHTa B cucTeMe «iBank»
The Client iBank system services Agreement

13. The Details and Signatures of the Parties

The Bank:

J&T Bank,a.o.

Address: 115035, Moscow, Kadashevskaya
naberezhnaya, 26

TIN 7713001271/ CRR 770601001

PSRN 1027739121651

Correspondent account 30101810845250000588
at Bank of Russia Main Branch for the Central Federal
District, BIK 044525588

Tel.: 7 (495) 662-45-45

E-mail: info@]TBank.ru

The Client:

Address:

TIN/FCC
Registration No
Tel.: , fax:
E-mail:

Ot KsninenTa/ For the Client:

Mm.n. /LS.

Ctpanuua 16 us 19


mailto:info@JTBank.ru
mailto:info@JTBank.ru

INOJIOKEHHUE
0 MopsAAKe paCCMOTPEHHs CIOPHBIX CUTyaLMii

1.

4.1.

4.2,

4.3.

B Hacrosamem [losoxxeHMH 1OA  CHOpPHOH
cUTyanuen MOHUMaeTCcs CylLlecTBOBaHHUE
npeteH3ui y Kinvenra k baHky, cnpaBe/iMBOCTb
KOTOpBIX MOXeT ObIThb OJHO3HAYHO YCTAHOBJIEHA
no pesysabTtataM nposepku Il Kavenra nog 3 /.
Pe3ysbTaToOM paccMOTpeHHs CIOPHOW CUTyalUH
ABJAETCA NUCbMeHHBbIA oTBeT baHka KiueHTy o
IIpaBOMEpPHOCTH BBINOJHEHUSA BaHKOM omnepanui
no cyety KinueHTa, a Takxe 00 onpejeseHUU
nogaimuuaHoctu DIl pab6oTrHuka KimeHTa wiam o
HECOOTBETCTBUH KJo4a npoBepku Il Kiunenrta B
npusioxkeHHoM /1.

KnueHT  mpefcraBiasgeT  baHKy — 3asBJieHHMe,
coJiepaKalliee CyI[eCTBO IPeTEeH3MH C yKa3aHHEM Ha
nokymeHT c JII, Ha ocHOBaHuM KoTOoporo baHk
BBINOJIHMJ omnepauuu no cyéty Kiauenta. Bank
00513aH paccMOTpeThb 3asiBjeHHe B TedyeHue 10
(mecaTn) AHEH OT JAThI MOJTYYEHUS 3asiBJIEHUS.

PaCCMOTpeHI/Ie 3adABJIEHHWA BKJIIOYaeET cjeAayrumue
3Tallbl:

YnosiHOMOYeHHbIH pPabOTHHUK baHka -
aAMUHHCTpPATOp Ge3omacHocTH Cuctembl «iBank »
(mamee - YNOJIHOMOYEHHBIH PabGOTHHK), C

WCIIOJIb30BAHWEM  LITaTHOTO  NPOrpaMMHOrO
obecrieyeHusi cucteMbl «iBank », BbInoJIHSIET
pacnevyaTKy cepTHUduKaTa Kjawoda HnpoBepku Il
YnosHoMO4YeHHOTO JMna Kiuenra,
cooTBeTcTBywIero kiawody Il paboTHuKa
KiveHTa, KOTOPBIM ObLI MOJNUCAH CHOPHBIA I/
PacneyaTaHHbli  cepTUdUKAT  cBepsieTCs  C
ceprudukaTtoM kJova npoBepku Il paboTHHKa
KiuenrTa, 3aBepeHHbIM MNOANUCHIO
YnosiHoMo4eHHoro Jrla KireHTa U ABJIAIOIUMCA
npujioxkeHueM K Jlorosopy. CBepsitorcs ID kirova u
ero ulecTHajLaTepudHoe mnpejcTaByaeHue. Ecan
COOTBETCTBHE YCTAaHOBJIEHO, TO NPHUHA/JIEXKHOCTh
kmova Il KineHTy cyMTaeTcsd yCTaHOBJIEHHBIM.
[Ipy oGHapy>KeHUM pacxXoXJeHHUH paccMoTpeHHe
CIIOPHOM CHUTYallMM 3aKaHYMBAeTCs BblHECEHHEM
BankoM 3aKJ/I104eHus 0 BbISIBJIEHHOM
HEeCOOTBETCTBHUU.

O BBIAABJIEHHOM HEeCOOTBeTCTBUU baHK B TeueHue
2(nByx) fHeH yBegoMsieT KinenTta nyteMm
HanpasJIeHHUs NHCbMa C NPUJIOXKEHUEeM KoMUY
3ak/04eHns baHka.

YnosHOMO4YeHHbIH pPabOTHUK NpPOBepsieT MepUo[,
JedctBus  mapel  kuwoded  3I corjsacHo
cepTudukaTy Kiaouya npoBepku Il Ha MOMEHT
COBeplLIeHUs] oOcCllapuBaeMoil omnepauuu. Ilpu
obHapyKeHUHU HeJleCTBUTEJbHOCTH napel
katoueld I o npuyrvHe OKOHYAaHHUS UX AEUCTBUS,
paccMoTpeHHe CIOPHOH CUTYalluy 3aKaHYMBaeTCA
BbIHECEHHEM BaHkoMm 3aKJ/104eHus 0
HeJleCTBUTEe/NIbHOCTH KJIt04Ya IPOBEPKH.

O BbISIBJIEHHOM HECOOTBETCTBUU BaHK B TeueHHUe
2(#Byx) fHel yBegoMIsieT KinenTa nyTeMm
HanpaBJIeHUs NHCbMa C IPUJI0XKEeHUEeM KoMUY
3akJ/ro4eHuda baHka.

YnoJ/JIHOMO4YeHHbIN paboOTHUK npoBepseT
npegocTtasieHue B bank KinneHToM YBepoMieHus
0 npekpauieHuu gerctBusa kiawoded I KiueHTa,
MOANKMCAaHHOTO JJO/HKHOCTHBIM JinLoM KiveHTa u

Disputes Resolving
PROVISION

1.

4.1.

4.2,

4.3.

In this Provision the dispute shall be understood as
the Client’s having claims against the Bank, the
reasonability of which may be stated according to the
results of verification of the Client’s ES under ED.

The result of consideration of the dispute shall be the
Bank’s written reply to the Client about the
appropriateness of the Bank’s performing the Client’s
Account transactions as well as the determination of
the authenticity of the Client’s employee’s ES or the
inconsistency of the verification of the Client’s ES in
the attached ED.

The Client shall submit the Bank an application
containing the merit of the claim with the
specification of the document with ES on the basis oif
which the Bank executed the Client’'s Account
transactions. The Bank shall consider the application
within 10 (ten) days as from the date of receipt of the
application.

The consideration of the application shall include the
following stages:

The authorized Bank employee - “ iBank ” system
security manager (hereinafter referred to as the
authorized employee) by using the on-site software of
the “iBank ” system shall execute the printing of the
Client’s Authorized Person’s ES Verification Key
Certificate, corresponding to the Key of the ES of the
Client’s employee signing the ED being the subject of
the dispute. The printed certificate is compared with
the Client’s employee’s ES Verification Key Certificate,
being certified with the signature of the Client’s
Authorized Person and attached to the Agreement.
The ID of the key and its sexadecimal notation are
verified. If the consistency is stated the belonging of
the ES Key to the Client shall be considered stated.
Upon any inconsistencies the consideration of the
dispute shall result in the Bank’s making conclusion
about the inconsistency detected.

The inconsistency detected shall be notified by the
Bank to the Client within 2 (two) days by sending a
letter with the attached copy of the conclusion made
by the Bank.

The authorized employee shall verify the period of
validity of ES keys in accordance with the ES
Verification Key Certificate as of the moment of the
transaction being the subject of the dispute. Upon the
revealing of invalidity of the pair of ES keys for the
reason of the termination of the validity of the ones,
the consideration of the dispute shall result in the
Bank’s making conclusion about the invalidity of the
verification key.

The inconsistency detected shall be notified by the
Bank to the Client within 2 (two) days by sending a
mail with the attached copy of the conclusion made
by the Bank.

The authorized employee shall verify the Client’s
providing the Bank with Notification on the
Termination of the Client’s ES Keys, signed by the
officer of the Client and bearing the impression of the
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4.4.

4.5.

4.6.

4.7.

5.1.

MMeWIUM OTTUCK NedyaTH KiueHTa A0 MOMeHTa
BbINOJIHEHUSI MOJIHUCH, MNyTeM YyCTaHOBJIEHUS
JIOKYMEHTOB, TOATBEPXKJAOLUIMX HaIlpaBJeHue
YBenomnenus. Ecau Hanuuve YBeJOMJIEHUS B
BaHK ycTaHOBJIEHO, pacCMOTpeHHe CIIOPHOM
CUTyallMd 3aKaH4YMBaeTCA BblHeceHHeM baHKOM
3aK/J04YeHUss 0 [pejocTaBieHUH KiaueHToOM
YBenomeHusl.

O BoisiBeHHOM dakTe baHK B TeueHUe 2(ByX)
JHell yBefoM/seT KiiMeHTa yTeM HanpaBJleHUs
MMCbMa C IPUJIOKeHHUEeM KOIIUU 3aK/II04eHNs
BaHKa.

Yno/sHOMO4YeHHbIA pabOTHUK IPHU UCM0JIb30BaHUU
KineHTOM cpeacTBa NOATBEPXKIAEHUS IJIaTexel
OJHOpa30BbIMM  MmapoJysiMd B  Buge SMS-
MOATBEPXKJEHUs1  IJIaTeka  3alpallMBaeT U
NpoBepsieT JaHHble J>KYPHaJOB perucTpaluu
OTHpaBJIEHHbIX COOOIEHUH C OJHOPA30BbIMU
NapoJsIMM UM  PpeKBU3UTaMM IJIaTeXa  Ha
MOGUIBHBIN HOMep KineHTa.

Hanu4yme 3anucy c peKBU3WTaMHU IIJIaTeXa,
COBNAJAAIOIMMHU C IPOBeeHHbIM baHKoM
IJIATEKOM, U MOOGUIbHBIM HOMepoM KnneHTa,
SIBJIIeTCS NOATBEPKAeHHueM Toro ¢pakTa, YTo
KnueHT yyacTBoBaJ B YOpMUPOBAHUU JJAHHOTO
IJIaTEXa,

paccMOTpeHHe CHOPHOM CUTYyallMu 3aKaHYMBaeTCA
BbIHeceHHMeM baHKOM 3ak/Il04eHHUd 0
npegocraBjaeHrnu KimeHToM YBejoMJIeHHUS.

O BbIsiBJieHHOM ¢daKTe baHk B TeueHue 2(ABYX)
JHell yBefoM/seT KiMeHTa nyTeM HanpaBJleHUs
NYCbMa C IPUJIoKEeHHEeM KOIIUU 3aK/I04eHNs
baHka.

B cny4ae ycTaHOB/IeHUS IPUHAAJIEKHOCTH KJIIOYA
nposepku I, felCTBUTEJNBHOCTH Napbl KJOYel
31 KineHTa M OTCYyTCTBUHU YBeAOMJIEHUSA O
npekpaileHus AeictBus kiwoueit I KiueHTa, B
COOTBETCTBUU C nyHKTamu 4.1, 4.2, 4.3, 4.4.
[TonoxeHnsa, YNOJTHOMOYEHHBI pabOTHUK B
TedyeHHWe 2 (AByX) [AHell 1mocie MOJydYeHUs
3asByieHus KimenTa HanpasJsieT B OAO «BUDUT»
MHACbMO 0 HeOoOX0AUMOCTH NpoBeJeHus
He3aBUCMMOW  TpoBepkH  nojjuHHOCTH  Ill
Knuenta B 3/I. [sis nmpoBejJeHUs] He3aBUCUMOU
NpOBepKHU YnoJsiHOMO4YeHHbIN paboTHHUK
HanpaBJjsieT HeobxoauMble ¢ailjibl B IKCIEPTHO-
[IpaBoBOM LlenTp BUOUT MOCpeCTBOM
3TaJIOHHOTO NpOrpaMMHOI0 obecrieyeHus,
npepoctaBaeHHoro OAO «<BUOUT» baHky.

0AO «BUDPUT» npoBOJUT HE3AaBUCUMYIO IPOBEPKY
nogiavHHocT JIl KimeHTa M Ha OCHOBaHUHU
JaHHbIX npoBepku OAO «BUOUT» HanpaBsisieT B
BaHK 3ak/ilo4yeHHe O MpoBepke NOoAJUHHOCTU Il
KineHnra.

[Tocsie mosyyeHus 3ak/awouyeHuss baHk B TeyeHue 2
(mByx) pmHel HampaBiaseT KiveHTy nucbMo c
npuioxxeHueM Konuu 3akatodeHus OAO «kBUPUT»
110 CHOPHOM CUTYyaLUH.

BaHK HeceT OTBETCTBEHHOCTb nepef, KiveHnToMm B
cy4dae, KOTJa MMeJI0O MeCTO XOTs Obl OJHA U3
CJIeAYIOIIUX CUTYalui:

bank He npepwABaderT J/l, TNepeAaHHOrO
KnneHTOM, Ha OCHOBaHUM KOTOpOro baHk

JloroBop Ha 06C/Iy>KMBaHUE KIMEHTA B cucTeMe «iBank»
The Client iBank system services Agreement

Client’'s seal before affixing the signature by
identifying the documents proving the sending of the
Notification. If the Bank’s being notified is stated, the
consideration of the dispute shall result in the Bank’s
making conclusion about the Client’s submitting the
Notification.

The revealed fact shall be notified by the Bank to the
Client within 2 (two) days by sending a mail with the
attached copy of the conclusion made by the Bank.

4.4. Upon the Client’s using the method of confirmation of
the payments by one-time passwords in the form of
SMS confirmation of the payment, the authorized
employee shall request and verify the data of the logs
of registration of sent messages of SMS with one-time
passwords and details of the payment to the mobile
telephone number of the Client.

The presence of an entry with the details of payment
complying with the payment made by the Bank and
the Client’s mobile number proves the fact that the
Client participated in the generation of this payment,
the consideration of the dispute shall result in the
Bank’s making conclusion about the Client’s
submitting the Notification.

The revealed fact shall be notified by the Bank to the
Client within 2 (two) days by sending a mail with the
attached copy of the conclusion made by the Bank.

4.5. In case of identification of belonging of the key of
verification of the Client’s ES to the Client, the validity
of the pair of keys of the Client’s ES and the absence of
Notification on the Termination of the Client's ES
Keys, in accordance with p. 4.1, 4.2, 4.3, 4.4. of the
Provision, within 2 (two) days after the receipt of the
application of the Client the authorized employee
sends BIFIT OJSC a letter on the necessity of
conduction of an independent verification of the
Client's ES in the ED. For the conduction of the
authorized employee shall send the required files to
the Expert-Legal Centre of BIFIT OJSC by means of
definitive media, provided by BIFIT OJSC to the Bank.

4.6. BIFIT OJSC conducts an independent verification of
the authenticity of the Client’s ES and on the basis of
the verification data BIFIT OJSC sends its conclusion
on the authenticity of the Client’s ES to the Bank.

4.7. After getting the conclusion, within 2 (two) days the
Bank shall send the Client a letter with the attached
copy of the conclusion made by the BIFIT OJSC on the
dispute.

5. The Bank shall be liable to the Client in case if any of

the following situations occurred:

5.1. The Bank does not submit ED sent by the Client on
the basis of which the Bank executed the Client’s
Account transactions.

5.2. In the Bank’s conclusions (p. 4.1 and 4.2 of the
Provision) itis specified that there is inconsistency of
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5.2.

5.3.

5.4.

7.

BbINOJIHUJI ONlepaluu no c4éty Knuenra.

B 3aksrouveHusix banka (myHkTel 4.1 u 4.2
[TonoxeHus) yKasaHo, 4YTO BBISIBJIEHO
HEeCOOTBeTCTBUE KJjw4da npoBepku Il  wnawm

oOHapyXeHa HeJeHCTBUTENbHOCTh Kiroua Ill
KiimeHTa, COOTBETCTBEHHO.

KinueHt NIpefoCTaBJIdeT YBenomeHue o]
npekpaileHuu JAedctBuss kiawuded I KinueHTa,
NOoANKCaHHOe JOJ/DKHOCTHBIM JuLoM baHka
MMeLM OTTUCK nedyaTu banka. I[lpu 3tom
yKa3aHHasg B YBeJOMJIEHUMM JaTa OKOHYaHHUA
JerictBua mnapbl kiawoded 3l Kiuenrta paHblue
JlaThbl, yKa3aHHOU B paccMaTpuBaeMoM J/1.

B zaksiroueHnu OAO «BUDPUT» ykazano, uro Il
Kinventa B ocnapuBaemoM 3/  sBJseTcA
HEKOPPEKTHOM.

B cayyae, korza bank npegpaBasger I/,
KOPPEKTHOCTb a3 Knuenra MpY3HaHa
3akitoyeHueM OAO «BUOUT», npuHAAIEKHOCTh
Knuenty kimoya nposepku Il KimeHTta
noATBepxjeHa, bank nmnepesy KiaumentoMm 1no
BBIIIOJIHEHHBIM oOllepanusaM no cyety KineHnra
OTBETCTBEHHOCTH He HecCeT. 3akitoueHue 0AO
«BU®UT», mnoaTBepAuBIIee NOJJIUHHOCTL Il
Knuenrta, ocBo6oxzgaeT BaHK OT [0Ka3blBaHUSA
¢dakra pgeucrBuTtesbHocTH Il KimeHra B
CyZleOHBIX M UHBIX OpTaHaXx.

Moanucu CTopoH

Ot Banka:

[Ipeacenatens [IpaBnenus/

For the Bank:

Chairman of the Management Board

A.B.Ky3Henos/ A.V.Kuznetsov
m.n. /LS.

5.3.

5.4.

JloroBop Ha 06C/Iy>KMBaHUE KIMEHTA B cucTeMe «iBank»
The Client iBank system services Agreement

the ES verification key or the invalidity of the Client’s
ES key has been revealed, correspondingly.

The Client shall submit the Notification on the
Termination of the Client’s ES Keys, being signed by
the official of the Bank and bearing the Bank’s seal
impression. Upon that, the date of the termination of
the validity of pair of keys of the Client’s ES specified
in the Notification is earlier than the date specified in
the ED considered.

In conclusion of BIFIT O]SC it is specified that the
Client’s ES in the disputed ED is incorrect.

6. In case when the Bank submits ED, the correctness of

the Client’s ES is stated by the conclusion of BIFIT
0JSC, the belonging of the key of verification of the
Client’s ES to the Client is proved, the Bank is not
liable to the Client for the Client's Account
transactions being executed. The conclusion of BIFIT
0JSC, confirming the authenticity of the Client’s ES,
shall release the Bank from proving the fact of the
authenticity of the Client’s ES in court authorities.

7. Legal Addresses of the Parties

Ot KnuenTa/ For the Client:

Mm.n. /LS.
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